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Background

ESSB 5432 – Concerning 
cybersecurity and data sharing in 
Washington state government

• OCS creation

• Catalog of services

• Incident response

• Independent security 
assessment

• Data sharing agreements
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OCS created in statute
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https://cybersecurity.wa.gov/

https://cybersecurity.wa.gov/
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Catalog of Services

Report due to governor and legislature July 1, 2022

• Cybersecurity services that should be performed by OCS

• Security functions that should remain at agencies 

• Catalog to be updated on a biennial basis 
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Service Areas:
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Cybersecurity Incident Response
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Section 4

The office of cybersecurity, in collaboration with the office of privacy 
and data protection and the office of the attorney general, shall:

• Research and examine existing best practices for 

• data governance,

• data protection,

• the sharing of data relating to cybersecurity, and 

• the protection of state and local governments' information technology 
systems and infrastructure 

• including, but not limited to, 

• model terms for data-sharing contracts and

• adherence to privacy principles.

• Report on findings and recommendations due 12/1/2021
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Report Submitted December 1, 2021
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Cybersecurity, Privacy and Data Sharing Agreements Best Practices Report

• Findings and recommendations related to:

• Cybersecurity

• Privacy

• Data sharing agreements

Data Sharing Agreement Implementation Guidance

Sample DSA for defined extract or system access

Sample DSA for multiparty relationship with broad sharing

https://watech.wa.gov/sites/default/files/public/privacy/Privacy%20and%20Cybersecurity%20Report%202021.pdf
https://watech.wa.gov/sites/default/files/public/privacy/DSA%20implementation%20guidance.pdf
https://watech.wa.gov/sites/default/files/public/privacy/DSA%20sample%20extract%20system%20access.docx
https://watech.wa.gov/sites/default/files/public/privacy/DSA%20sample%20umbrella%20multiparty.docx
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Misc. Privacy Recommendations

OPDP should:

• Develop additional training and 
awareness tools

• Tailor resources to address the 
greatest privacy risks

• Incorporate WSAPP in new 
resources, such as privacy impact 
assessments

• Promote workforce development

• Publish privacy impact assessment 
templates for major IT projects that 
involve personal information
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Agencies should:

• Continue to invest in their privacy 
programs

• Designate privacy contacts, even if 
privacy is not that person’s full-time 
job

• Make training mandatory for some 
or all staff

• Implement formal privacy policies 
that incorporate privacy principles
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Data Sharing Agreements
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Other benefits

- Document all data flows

- Ensure appropriate protections to prevent 
incidents and misuse

- Outline responsibilities and mitigate impacts when 
an incident does occur

- Creates a gate to vet data sharing relationships
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Identify – What is data sharing?
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Identify – Controls and processes
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Implement – What is a DSA?
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Implement – Flexibility required
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Implement – Flexibility required
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Should Include

Purpose and specific authority for sharing. Backup requirements if applicable.

A description of the data, including 

classification.

Incident notification and response.

Authorized uses. Monitoring and enforcement.

Authorized users or classes of users. Awareness and/or training.

Protection of the data in transit if the 

arrangement involves transmission.

Compliance with additional relevant OCIO 

security requirements based on the type 

of data sharing.

Secure storage for data maintained outside 

the agency.

Any other requirements imposed by law, 

regulation, contract or policy.

Data disposal.
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Might Include

Term and termination.

Off-shore prohibition.

Cyber liability insurance.

Indemnification.

Third party requests.

Restrictions on disclosure or publication.

Other widely applicable contract terms.
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Using implementation guidance
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DSA Sample #1
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DSA Sample #2
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Thank you

Questions?

privacy@watech.wa.gov

www.watech.wa.gov/privacy
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