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What Is Age Appropriate
Design Code Act?



"so vaguely and broadly written that it
will almost certainly lead to widespread
use of invasive age verification
techniques that subject children (and
everyone else) to more survelllance
while claiming to protect their privacy”

Evan Greer
Fight for the Future



Winners and Losers of AB 2276

Winners Losers

* California Attorneys * Parents

* Plaintiffs Bar * Teens

* Companies looking to get notice * At risk communities

of competitor's actions |
* Privacy

* Data thieves
* Rule of law

* Security

NetChoice



Little Bit of History
Why is COPPA 13?

* Originally supposed to be 16yrs @ co PP n
* Turns out It came down to

Children’s Online

marginalized communities:

* worried about stopping gay
teens from learning more
about themselves

Privacy Protection Act

* worried teens who wanted to
keep a child or consider other
options




Treating Everyone as a Child

* “business that provides an online
service, product, or feature likely
to be accessed by a child.”
“Child” is defined as under-18

- Government s getng berween I ATING ME
LIKE A CHILD

17 year old

* Glving parents a false sense of
security

NetChoice



Collecting MORE information?

AB 2273 demands MORE
data collection from every user

* Need to verify the age of every user or
treat everyone one the internet like an
iInfant

* |dentity authentication functionally
eliminates anonymous online activity

* Harming many communities, such as
minorities concerned about revealing
their identity (e.g., LGBTQ), pregnant
women seeking information about
abortions, and whistleblowers.

* Just think about protestors who must tell
the government who they are.
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Loss of Anonymity
And a honey pot of Pl

* Since the law has “might be” or
“could be” for 17 year-olds,
businesses must get confirmation
of the user and their age

* This would require some yet
unknown tools to verify the user
IS NOT under 18 - perhaps
collecting a Driver’s license and
more Information?
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Does It have a
PROA?

* "Nothing in this title shall be
Interpreted to serve as the basis
for a private right of action under
this title or any other law.”

* BUT...California B&P 17200
allows for PRAs for any legal
violation, including violations of
other California statutes.

NetChoice



Test Case - Internet Search

nearst child shelter 8 G Q

* Collect, sell, or share any precise geolocation
infOrmatiOn Of Children by defaUIt Unless the About 817,000,000 results ~ Anytime ~ 9 Results near Atlanta, Georgia - Change
collection of that precise geolocation Nearest Child Shelter
Information Is strictly necessary for the s

Lithia

business to provide the service, product, or BN > S - ot :

Redan
Candler-McAfee

feature requested and then only for the limited Crasrem Pikpannabule 5O TN

East Point = 278 §
285 Conyers
& St t &

time that the collection of precise geolocation B v A
information is necessary to provide the | e |

. Atlanta Childrens Shelter
SerVICe, prOdUCt, Or feature_ Yicver Complaintsboard (1) - Community services/non-profits -:e:- Q

607 Peachtree St NE, Atlanta - (404) 892-3713 WEBSITE DIRECTIONS

Closed - Opens tomorrow 7 AM

* Directions to a halfway house alvary Retugsiing

Community services/non-profits -:e:- Q
4265 Thurmond Rd, Forest Park - (404) 361-5309 WEBSITE DIRECTIONS

* "Phone number for Child Protective Services”

Atlanta Day Shelter For Women
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Test Case - Cookie Notice

= lapp
IAPP Store
* The law makes illegal the use of Q
"‘Dark Patterns™ such as an
“Accept” box or perhaps because o ] o
it! S in g re en’) lAPPDA mcé;ggmﬁusﬁle e AIYH:ALMMPI

R v e
Y T a s |

* What about a Green Login box? e

Your Choice Regarding Cookies on This Site

The IAPP uses cookies to give users like yourself the best possible content and experience.
Learn more

Manage Cookies

NetChoice
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Test Case —

ImagineDragons.com

* Likely to be accessed
by a 17 year-old?

e Can’'t have the Emalil
POpuUp

* Perhaps can't link to
Twitter

GET EMAIL UPDATES

EMAIL

CHOOSE COUNTRY

REQUIRED FIELDS

Sign up to receive email updates and offers from:

B Imagine Dragons
B Interscope Records

B Universal Music Group

Emails will be sent by or on behalf of Universal Music Group 2220 Colorado Avenue, Santa Monica, CA 20404
(310) 8654000.You may withdraw your consent at any time. Privacy Policy / Do Not Sell My Personal
Information

SUBSCRIBE



http://ImagineDragons.com
http://ImagineDragons.com

Test Case - Barnes & Noble

* Collect, sell, share, or retain any = S BARNES&NOBLE Qustus D
personal information that is not
necessary to provide an online
service...unless the business can il
demonstrate a compelling reason
that "o retaining " iS in the beSt Barnes & Noble uses cookies to offer you a better user experience. By clicking el
Interests of children hstriont s x

* Retain past book purchases...or
make recommendations based
on past views or orders
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lllegal

* Preempted by Children’s Online
Privacy Protection Act
("COPPA"), 15 U.S.C. 88 6501

* Violates First Amendment

* Violates Due Process

NetChoice
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COPPA collision

Preempted by Children’s Online Privacy Protection Act (‘COPPA”), 15 U.S.C. 88 6501

COPPA expressly preempts state regulations “inconsistent with the treatment of those
activities or actions under this” framework. Id. at § 6502(d).

ACLU v. Johnson, 194 F.3d 1149, 1162 (10th Cir. 1999) (invalidating New Mexico
online child pornography law partly because it “subjects the use of the Internet to

inconsistent regulations”);

Am. Libraries Ass'n v. Pataki, 969 F. Supp. 160, 181 (S.D.N.Y. 1997) (New York online
sexual exploitation law “unconstitutionally subjects interstate use of the internet to

inconsistent regulations”);

NetChoice
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First Amendment Problems

* Don’'t know what is or is illegal Smith v. People of the State of California, 361 U.S. 147,
153 (1959) (holding invalid an ordinance prohibiting booksellers from possessing
“obscene or indecent” writings because it would “impose a severe limitation on the
public’'s access to constitutionally protected matter”). Applying Smith, courts have held
that "any statute that chills the exercise of First Amendment rights must contain a

knowledge element.” Am.-Arab Anti-Discrimination Comm. v. City of Dearborn, 418
F.3d 600, 611 (6th Cir. 2005).

* Prohibits covered businesses from exercising their own discretion as to which

viewpoints they deem worth sharing with their audiences. Miami Herald Publishing Co.
v. Tornillo, 418 U.S. 241 (197/4) Reno v. ACLU, 521 U.S. 844, 870, 874 (1997).

NetChoice
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Violates Due Process

Void for Vagueness

* There are colorable arguments that parts of AB 2273 are unconstitutionally vague, as they do not define key terms or requirements and leave
regulators with unbridled discretion to impose massive penalties on businesses.

* The void-for-vagueness doctrine “guarantees that ordinary people have ‘fair notice’ of the conduct a statute proscribes” and “guards against
arbitrary or discriminatory law enforcement by insisting that a statute provide standards to govern the actions of police officers, prosecutors,
juries, and judges.” Sessions v. Dimaya, 138 S. Ct. 1204, 1212 (2018), see also Grayned v. City of Rockford, 408 U.S. 104, 108 (1972)

* Section 1798.99.31(a)(5):
* areasonable level of certainty appropriate to the risks that arise from the data management practices of the business
* Section 1798.99.31(a)(6):
* concisely, prominently, and using clear language suited to the age of children likely to access that online service, product, or feature
* Section 1798.99.31(b)(1):
* has reason to know, is materially detrimental to the physical health, mental health, or well-being of a child
* Section 1798.99.31(b)(7):
* Same as above
* "“Dark Patterns”

* No one knows what this means

NetChe
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Better Path

* Help teens and parents navigate
this, don't try to take over

* Educational Campaign
* Genius Bar for Parents
* Florida SB 52 - Burgess

* Requires education in schools
on soclial media

_— — 5
P e A\ ‘

NetChaice
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10 for Tech 10 for Tech

A Policy Toolkit
for States to

Embrace
* Ways to make your state ready Innovation

for tech in 2023

* bit.ly/10fortech
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Trusted Solutions for a Better Florida
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Carl Szabo | NetCholice
Vice President & General Counsel

cszabo@netchoice.org
202-420-7485
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