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● Appeared in September 2021

● Threat actor started to publish 
stolen data on karakurt[.]tech 
and karakurt[.]group
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● Threat actor asks for a 
ransom in Bitcoin

● Promises to delete the 
stolen data after payment
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● Proof is given to the 
victim that multiple files 
were exfiltrated
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● Threat actor is willing to 
provide several files to the 
victim as a stronger proof 
of exfiltration
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● Bitcoin address is 
provided for payment and 
the group asks for regular 
updates
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● After the victim paid the 
ransom, the threat actor 
provided evidence that 
the stolen data was 
deleted

● Karakurt explained the 
infection vector and gave 
recommendations to the 
victim

Never trust the threat actor! 
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Audience Q&A
Thank 

You
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