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Cybercrime is no longer a one

man operation. Within the cybercrime
underground an attacker can find a wealth
of tools and services that can be bought or
rented to facilitate different aspects of the
attack lifecycle.*

Fraud as a service is constantly changing
and adapting to new security solutions,
offering end to end technologies, multiple
SLA levels and low prices for everything

a cybercriminal might need.

Infrastructure
Cost: $50 - $1,000
(Rental per month)
Hosting services for
malware update,
configuration and
command and control
servers. Some are

fast flux or TOR based.

Spammers

Cost: $1- $4 per
1000 emails

Spam botnet operators
that spread emails with
attachments or links
leading to a Trojan infection.

Malware

Cost: Free - $20k
(license based)

Trojan designed to steal data,
manipulate online banking

sessions, inject screens
and more. -
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Exploit Kits

Cost: $2K

(monthly rental)

Toolkits designed to

exploit system and software
vulnerabilities resulting in a
malicious download.

Droppers
Cost: Free - $10K
Software designed
to download malware
to an infected device,
evading antivirus and
research tools.

Money Mules
Cost: Up to 60% of
account balance

A person who receives
thestolen money from
a hacked account and
transfers the funds

via an anonymous
payment service

to the mule operator.
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I you don’t pay before the time runs outl, the price will be doubled!

If you dont cooperaie with us, your o da and other unpoctant fdes will be pubilished at o blog 1
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Karakurt Group
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Karakurt Group

e Appeared in September 2021 RELEASING

WIEN THE VICTIM TRAPS INTO KARARURIS WEB THERE IS NO WAY BACK WELCOME TO OUR PLACE STICKY WEB ISH'T IT? IN

. DTHER WORDS YOUR INFORMATION 1S BEING UFLOADED Illlflonllftj::litlmv FLATEORM. ONCE UPLOADING IS FINISHED - YOU ARE
e Threat actor started to publish -

stolen data on karakurt[.]Jtech
and karakurt[.]Jgroup e RN D S s T e o e Sl G O s N Dl

a Wote
and

[ READ MORE |
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Karakurt Group

e Threat actor asks for a
ransom in Bitcoin

e Promises to delete the
stolen data after payment
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Before we start, | would like to tell you how we operate. Unlike other teams or
groups with similar modus operandi we do not like negotiations nor we
negotiate at all. We will not lower our demand, but keeping it from the start
within your reach. Our price is just $300000 in bitcoin. When we have the
money we will completely delete all the taken data from our servers, rewrite
the hard disks and later delete the virtual images where it was kept. Currenty

we have all the offline copies, so none of law enforcement agencies can trace
it or deny access. We are ready to give you time by_ to decide
whether you are ready to pay or not. If you will remain silent by Friday we shall
consider that you are not interested in keeping the incident private and we shall
start further actions to get back your attention.
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Karakurt Group

e Proofis given to the
victim that multiple files
were exfiltrated
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Here's the file tree of everything we've taken
If you want to make sure that we really have this data - just choose 5-6 random
files from this tree and we will show them

2

Have you recetved our messages above? Our main message with demands
and a file tree?

Do you understand our conditions? Are you ready 10 pay? You come 1o our chat
for the second day but do not write. If you drag out the negotiations, we will
decide that you are not interested in this
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Karakurt Group

e Threat actor is willing to
provide several files to the
victim as a stronger proof
of exfiltration
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You have downloaded a file tree [l file-tree txt), you can select any several
files from the list and we will provide them to you as proof that we have them

I remind you that we will not wait forever, if we do not recelve a response from
you in the near future, then we will have to attract your attention.
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Karakurt Group

Bitcoin wallet for payment:

e Bitcoin address is - T

prOVIded fOf payment and Please let us know when you will make the transfer.
the group asks for regular
updates

Any news?

4 days have passed since our conversation, will you fulfill our agreements?
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Karakurt Group

e After the victim paid the
ransom, the threat actor
provided evidence that
the stolen data was
deleted

e Karakurt explained the
infection vector and gave
recommendations to the
victim

xt (text/plain, IR )

Your network was hacked due to a vulnerability in vpn server. You need to
update your vpn software.

Then we checked all the available passwords from the memory of the vpn and
found the password of the admin's domain

Your data was selected and analyzed. After that, it was pumped to the FTP
server.

You need to install a traffic monitoring system, use more reliable passwords
and better EDR.

Never trust the threat actor!
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INITIAL CREDEMNTIAL LATERAL
ACCESS THEFT MOVEMENT PERSISTENCE

ROF brute force

il N
Vulnerable internet-

facing systam

Cobalt Strike

LSA secrets

Mew accounts

Weak application
settings

W

!E‘." SecurityScorecard

Credential vault

PO changes

Abuse of

rmanagement toocls
L% "

Credentials in
plaintext

Shadow IT tools

PsExec

Abuse of service
accounts

Scheduled task

Service registration

PAYLOAD

RobbinHood

Vatet loader
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