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Higher Priority for the Legislature

 Increasing privacy/breach concerns by constituents

 Increased Focus on Cybersecurity in Texas Agencies

 Increased Budget for Cybersecurity Programs and Assessments

 Increased Budget for legacy modernization



Recent Attacks in Texas

 May 10 2020

 All Texas courts' websites were taken offline by the attack, including the 
website of the Texas Supreme Court, which was forced to issue opinions 
through Dropbox on Friday.

 May 14 2020

 The Texas Department of Transportation determined that on May 14, 2020, 
there was unauthorized access to the agency’s network in a ransomware 
event. TxDOT immediately took steps to isolate the incident and shut down 
further unauthorized access. 

 August 20 2019

 Computer systems in 22 Texas municipalities were infiltrated by hackers 
demanding a ransom. A mayor of one of those cities said the attackers 
asked for $2.5 million to unlock the files



HB 9

HB9 goes after the activity, not the technology, a more lasting 

approach to addressing cybercrime.

H.B. 9 creates an offense for intentionally interrupting or suspending 

access to a computer system or network without the effective consent 

of the owner. 

Offenses and definitions for: DOS attacks, malware, ransomware, 
altering data and unlawful decryption.



Cyber Security Training

 The Problem: Even some of the strongest security systems may be 

bypassed or compromised by employees.

 94% of malware is distributed through email

 Social Engineering / Phishing attacks make up 80%+ of reported 

incidents

 Majority of successful attacks may have been prevented by updating 

with then available patches.

 Dark Alleys

 NIST:  “Your employees are your first line of defense against cyber 

attacks.” 



35% of 
computer 
users never 
change their 
passwords.



Legislative Strategies

 Idea

 Stakeholders

 Most likely to oppose

 Ancillary Benefits

 Addressing Concerns

 Vendor issues

 Local Control

 Fiscal note

 Member buy-in

 Rulemaking



HB 3834

 House Bill (HB) 3834 (86R) requires DIR to certify cybersecurity training 

programs and requires government employees /contractors to 
complete a certified training program.

 Employees who have access to computer, contractors who have 

access to computers.

 Employee Training IS effective … if done correctly.

 Focus on forming information security habits and procedures that 

protect information resources

 Teach best practices for detecting, assessing, reporting, and addressing 

information security threats.

https://capitol.texas.gov/tlodocs/86R/billtext/html/HB03834F.htm


Training Programs

 To date over 100 certified programs

 Many are low cost or even free, some as short as 30 minutes long.

 Tailored for each employee / entity.

 To date: 34 state agencies have completed the training & 630 local 

government entities





Additional Resources and Sources

 https://enterprise.verizon.com/resources/reports/2019-data-breach-
investigations-report.pdf

 https://www.nist.gov/blogs/manufacturing-innovation-
blog/cybersecurity-starts-your-employees

 https://nordpass.com/blog/top-worst-passwords-2019/

 https://www.pcmag.com/news/35-percent-of-people-never-
change-their-passwords

 https://www.theguardian.com/money/blog/2012/sep/28/debit-
cards-currentaccounts

 https://dir.texas.gov/View-About-DIR/Information-
Security/Pages/Content.aspx?id=154#cybersecurity

 Training source: https://www.cfisa.com/
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