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Center for Internet Security (CIS) Top 20 Controls 

Source: https://www.cisecurity.org/controls/



Timeline + Ransomware Details  

March 2018
Atlanta 
announces 
ransomware 
attack  

Oct. 2018 
Gary 
Brantley 
starts as CIO 

January 2018 
Audit results released
- 100 government 
servers running 
unsupported 
Windows software 

June 2018 
424 applications 
not working 
(some critical) 

Nov. 2018 
DOJ indicts 
Iranian hackers
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Stages of a SamSam Ransomware Outbreak
1) Vulnerability exists or remediating vulnerabilities not 

100% complete/effective (SamSam uses JBOSS or RDP)

2) Exploitation/penetration occurs via stolen/compromised 
credentials (“brute force”) 

3) Privileges elevated via Domain Controllers

4) Identify vulnerable systems-actor tests waters identifying 
those systems he can command, what systems are 
“manageable” via credentials (write a empty text file to a 
directory)

5) Deploy the Payload - executable, script

6) Execute Payload

7) Encrypt systems (e.g.-file extension changed to “.sorry”, 
“.imsorry”)

8) Demand Ransom

6Source: https://www.justice.gov/opa/press-release/file/1114736/download



Recommendations

Source: https://www.fsisac.com/hubfs/5442200/Resources/FSISAC_TipstoDefendAgainstRansomware.pdf

“Be aware of how your network is configured and what 
software you use on a regular basis. By knowing what your 
system looks like and how it works, you will be able to identify 
problems when they occur.”

“Patch systems regularly and use automated patching when 
possible.”

“Know what is connected to and running on your network.”



Lessons Learned 

Source: https://www.cisecurity.org/controls/

• Governance
• People
• Processes 
• Tools 

• Disaster Recovery 
• When it happens…

• Communication



Texas HB 4214 

Texas 86: HB 4214 (Rep Capriglione) 



THANK YOU
Jonathan.Jesse@forescout.com

Yejin.Jang@forescout.com
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