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Foreign Efforts to Undermine
American Democracy —
Implications beyond Washington
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Information Operations — Covert
Tactics

Internet Research Agency Sputnik employees posing as news sit

The IRA bought U.S. political ads on social media Facebook removed 364 pages linked to Sputnik employees wh

without disclosure or detection in 2016, including were pretending to be independent news agencies. They paid
$100,000 spent on about 3,000 ads on Facebook that $135,000 for advertisements and had about 790,000 follower:
may have helped IRA content reach roughly as many in Eastern Europe and elsewhere, posting in issues such as ant
U.S. viewers as actually voted in the election,. NATO sentiment, protest movements, and anti-corruption,
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Information Operations — Targeting Local Communities and
Amplifying Divisions
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Information operations often seek to coopt legitimate social movements by impersonating
activists, engaging with organizations and businesses on the ground, and even organizing and
funding protests.

Pulling Conversation to
extremes: Retweet network
graph of accounts discussing
#blacklivesmatter and #bluelives

_~ matter, including IRA accounts
(orange) mapped over normal
accounts (blue)

Left-leaning " Right-leaning

*Graph via Kate Starhird
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Information Operations — Algorithmic Exploitation
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About 158000 results

doum

US 'freezes funding’ for White Helmets as group’s Douma chem
attack claim falls apart

No attack, no victims, no chem weapons: Douma witnesses speak at
OPCW briefing

They gave dates & cookies 1o kids at Douma hospital' - father of
chem attack’ victim

"

RAW: Russian military police start patrolling streets of Douma, Synia
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Suppert the White Helmets
ntpsswwwowhitzhelmets.orgl «
When the bomhs rain down tha White Helmats nah in, Unaemed and nactral they wa saved 1144310«

WEE ANC Counting. Support them now
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White Helmets <

Syrian Civil War

The Yihite Helmets, offclally knawn 32 Syna Cil Defoncs, 1o 3 valunter
organisation that aparatas in parts of rohal-zontralied Syria and in Tursy
wikdpecta

Founder: Jernus Le Mess i

Founded: 2074

Volunteers: 2 U0U (mith monthly =tpend)

Motto: “To save a life 15 1o save aff of humarssy”

Purpose: Crvil defense

Number of volunteers: 3,000 (with monthiy zipend)



It’s Not Just Russia
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On the right, the legitimate accounts for Republican midterm political candidates Maria Livengood and Jineea Butler.
On the left, Iranian inauthentic accounts. Via FirgEye
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It’s Not Just Russia
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Trump Is trying to kil off ObamaCare but fact remains
that most Amesicans need and want ObamaCars. Do
you??
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. Alex Ryan @/AlaxHyanNY

She just canceled her concert in Israel. Brav
@lLanaDelRey
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Information Operations — Not Just About
Elections

Increase in IRA Activity in 6-Months After 2016 IRA Expenses and Proposed Budgets |
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