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✓ Financial gain: According to the U.S. Treasury Department, 

worldwide cybercrime surpassed drug trafficking as the largest source of 

criminal revenue. 

✓ Industrial espionage: Organizations spy on each other to steal 

industrial secrets for competitive advantage. 

✓ Political espionage: Nations and nation-states continue to spy on 

each other, and they always will. Breaking into computers is just the 

latest technique available. 

✓ Military: Like political espionage, competing military organizations 

want to know more about their military adversaries, and they have added 

cyberattacks as another means to gain needed intelligence or to 

sabotage military or industrial facilities. 

✓ Activism and hacktivism: A lot of cyberattacks are aimed at disabling 

the online capabilities of organizations that the attackers disagree with 

on some social or ideological level. 

Cybercriminals and Their Motivations

Present: Organized & Professional

Why do cybercriminals and adversaries attack organizations?



▪ By 2021, cybercrimes will cost $6 trillion per year worldwide.

▪ Businesses experience ransomware attacks every 40 seconds

▪ 1 in 131 emails is malicious

▪ Attackers reside within a network for an average of 146 days 

before being detected

▪ Unfilled cybersecurity jobs will reach 3.5 million by 2021

▪ An IoT device can be attacked within 2 minutes

Reference: CompTIA survey, “Value of 

Cybersecurity Professionals”

https://certification.comptia.org/it-career-news/post/view/

2017/10/04/6-stats-that-prove-the-value-of-cybersecurity-pros

https://certification.comptia.org/it-career-news/post/view/2017/10/04/6-stats-that-prove-the-value-of-cybersecurity-pros


Ransomware is most often delivered through

e-mail, instant messaging, and even physical 

means.

Source: https://www.comptia.org/resources/cyber-

secure-a-look-at-employee-cybersecurity-habits-in-the-

workplace

Any time employees interface with 

technology, they are susceptible to attack. So 

are your systems!

https://www.comptia.org/resources/cyber-secure-a-look-at-employee-cybersecurity-habits-in-the-workplace


Most government attacks originate outside the organization, but inside 
attacks can be far more severe

“The changing face of IT security in the government sector,” 

IBM X-Force Research, December 2016.

71%
of attacks 

committed by outsiders

29%
of attacks 

committed by insiders

TOP 
ATTACK 

VECTORS Other
36%

Shellshock

19%
SQL

injection

16%

Buffer manipulation

12%

Malicious mail 

9%

Fingerprinting

8%

The vast 
majority of

attacks begin 
with end users 

who get 
tricked into 
activating 
software



ADVANCED 

ATTACKS
INSIDERS NEW INNOVATIONS COMPLIANCE

From…

• Broad threats
• Individual hackers

• Disgruntled 
employees

• Technology and linear 
driven security strategy

• Checking the box
• PCI compliance

To…

• Targeted and organized 
crime (i.e., ransomware)

• Outsiders and partners
becoming insiders

• Agile security that 
moves with the business

• Continuous risk analysis
• GDPR

Security drivers are evolving

Cybercrime will become a 

$2.1 trillion 
problem by 2019
2015 Juniper Research Press Release

2016 insider attacks were

58 percent
42% outsider attacks
2017 IBM X-Force Threat Intelligence 
Report

By 2020, there will be 

20.8 billion
connected “things”
2015 Gartner press release

GDPR fines can cost  

billions
for large global companies
2017 SecurityIntelligence.com article

https://www.juniperresearch.com/press/press-releases/cybercrime-cost-businesses-over-2trillion
https://www-01.ibm.com/marketing/iwm/dre/signup?source=urx-13655&S_PKG=ov57325
http://www.gartner.com/newsroom/id/3165317
https://securityintelligence.com/prepared-for-the-general-data-protection-regulation-gdpr-top-10-findings-from-hurwitz-associates-survey/


Attackers break through conventional safeguards every day

average global cost of a data breachaverage time to detect APTs 

2017 Cost of a Data Breach Study

IBM X-Force Threat Intelligence Report 2017

$3.62M191 days

Advanced Persistent Threat (APT): Unauthorized access over a long period of time that leads to stolen or altered data.

http://www-03.ibm.com/security/data-breach/
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=WGL03140USEN&


2017 Cost of a Data Breach Study global findings at a glance

419 companies participated

Currency: US dollar

Per-record costs for top three industries

Health$380

Financial$245

Services$223

Average total cost of data breach

$3.62M 10%

Average cost per record lost or stolen

$141 11.4%

Average number of breached records

24,089 1.8%

Likelihood of a recurring material 

breach over two years

27.7%
2017 Cost of a Data Breach Study

http://www-03.ibm.com/security/data-breach/


Costs and trends vary widely across countries 

Canada $190/$4.31M

US $225/$7.35M

Brazil $79/$1.52M

UK $123/$3.10M
Germany $160/$3.68M

France $146/$3.51M

Italy $128/$2.80M

South Africa $128/

$2.53M

Australia $106

$1.92M

Middle East $155/$4.94M
India $64/$1.68M

Japan $140/ 

$3.47M

Currencies converted to US dollars; no comparison data for ASEAN

ASEAN $112/$2.29M

2017 Cost of a Data Breach Study

http://www-03.ibm.com/security/data-breach/


The largest component of the total cost of a data breach is lost business

Detection and escalation

$0.99 million

Notification

$0.19 million

Lost business cost

$1.51 million

Ex-post response

$0.93 million

Components of the $3.62 million cost per data breach 

$3.62 
million

Forensics, root cause 

determination, organizing 

incident response team, 

identifying victims

Disclosure of data breach to 

victims and regulators

Help desk, inbound communications, 

special investigations, remediation, legal 

expenditures, product discounts, identity 

protection service, regulatory interventions

Abnormal turnover of 

customers, increased 

customer acquisition cost, 

reputation losses, 

diminished goodwill

Currencies converted to US dollars
2017 Cost of a Data Breach Study

http://www-03.ibm.com/security/data-breach/


Odds of experiencing a data breach

15%

15%

17%

23%

24%

26%

26%

27%

32%

36%

39%

40%

41%

Canada

Germany

Australia

Italy

Japan

United Kingdom

ASEAN

United States

Middle East

France

Brazil

India

South Africa

Probability that an 

organization in the 

study will experience 

a data breach over 

two-year period

1 in 4

Experiencing a

data breach?

(Global average 28%)

2017 Cost of a Data Breach Study

http://www-03.ibm.com/security/data-breach/


Security skills are more difficult to obtain and retain than ever

Information security manager is the hottest job boasting the biggest increase 

in average total compensation (up 6.4% from 2015 to 2016). 

Security professionals are more likely than other IT professionals (64.5% 

compared to 58.7%) to report being under pressure to increase productivity 

and take on new tasks

73.9% of security professionals (compared to 60.7% of all IT pros) said 

they had been approached by a hiring organization or headhunter about job 

opportunities. 

21% of jobs requiring 10+ years of experience take a year or more to fill 

and nearly half of jobs requiring 20+ years of experience take more than a 

year to fill.

Overworked

Source: 2016 Computerworld IT Salary Survey 

Source: 2015 IDC Survey

In-demand

Expensive

Hard to 

replace

http://www.computerworld.com/resources/100333/it-salary-watch/computerworlds-it-salary-survey-2016-results
https://ibm.northernlight.com/document.php?docid=IA20150711760000053&datasource=IBM&referrer=api
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Attack Methods

Reconnaissance

Denial of Service (DDOS) attack

Social Engineering

Pretexting

Baiting

Masquerading

Phishing

Spear phishing

Whaling

Rogue Wi-Fi Access Point

Waterhole attack

Rogue cell phone towers (interceptors, Stingray)Shoulder surfing

Ransomware

Tailgating

War driving / walking

Distributed Denial of Service (DDOS) attack



Book: The Art of Deception

Don’t let a con artist steal from your firm by hoodwinking your 

people. The weakest link in your security system is probably 

the untrained employee — but you can fix that.

Takeaways

• Social engineers are skilled at influencing and persuading other people and they use those abilities to 

deceive your employees so they can steal your information.

• The weakest link in security systems is the human factor.

• Your employees are vulnerable to social engineers because they trust them and give out what they think is 

innocuous information.

• Most social engineers succeed because they have excellent people skills, and so they are very charming 

and likeable.

• Most people are willing to trust because they think deception is unlikely.

• If a deceiver gives a plausible reason, people don't become suspicious, even if they should.

• You should train your employees not to release any personal or internal company information unless they 

know the person and the person needs the information.

• Sometimes, to get information, an attacker will pose as someone who needs help.

• Control exactly what sensitive information you release.

• You can use verification and authorization systems to identify who gets information.
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3 Elements to a Comprehensive Employee Training & Security Awareness

• Know Your Audience • Pervasive Communications

• Interactive Education



Key Challenges 

• Information retention is a challenge with training programs that occurs infrequently. 

• Interactive simulations produce higher levels of skills retention vs a presentation.

• Audiences are bored by education programs that fail to leverage a variety of media and content styles.

• As many as 91% of organizations provide cybersecurity training to their employees, yet 75% of those 

do so only at the time of hire or only as part of an annual “update. 1

1 “Building a Culture of Cybersecurity,” 

CompTIA, April 2018

https://www.comptia.org/resources/building-a-culture-of-cybersecurity-a-guide-for-corporate-executives-and-board-members


Recommendations

• Assess the culture of the enterprise to determine requirements for the specific messaging, delivery and frequency of 

security awareness and training.

• Implement an attack simulation program such as a phishing simulation program, deliver social engineering attacks with  

corresponding just-in-time training and teachable moments. 

• Use communications and marketing tools for ongoing reinforcement – keep security top-of-mind.

Blue Demonstration



James Stanger, PhD
Chef Technology Evangelist, 

CompTIA

jstanger@comptia.org

+1 (360) 970-5357

Twitter: @jamesstanger

Skype: stangernet

James CompTIA Hub: 

https://certification.comptia.org/it-

career-news/hub/James-Stanger

Thank you!

Reginald Tompkins
Director, U.S. Public Sector Markets 

IBM

rdtompk@us.ibm.com

+1 (770) 713-8184

www.ibm.com

Questions?

mailto:jstanger@comptia.org+1
https://certification.comptia.org/it-career-news/hub/James-Stanger
http://www.ibm.com/


Government is now a prime target for ransomware attacks

19%
of ransomware attacks 
targeted government 
in 20162

1 “The Rising Face of Cyber Crime: Ransomware,” BitSight Technologies, 2016. 
2 “Global Threat Intelligence Report 2017,” NTT Security, 2017.
3 “CyberSecure Human Error White Paper,” CompTIA 2017.

Ransomware attacks 
increased by more than

300%
in the government sector 
from 2015 to 20161

INCIDENT RESPONSE

• Development of a response plan and policy 
for ransomware attacks

• Long-overdue operating system updates 
and patches

• Isolation of infected devices 

• Mandated adherence to corporate security 
standards for personal devices

• Vulnerability scanning to identify exposures 
and defend against future attacks

52%
Companies and 
government entities who 
recognize that human 
error is increasing3



What goes up should come down

$3.40

$3.60

$3.80

$4.00

2014 2015 2016 2017

$135

$140

$145

$150

$155

$160

2014 2015 2016 2017

Global average cost per record

in US dollars

Global average cost per incident

in millions of US dollars 

• The global average cost of a data breach is down over previous years

• 48% of the per-record 11.4% decrease over last year is due to the US dollar 

exchange rate

• The average size of a data breach increased 1.8% to 24,089 records

$141 $3.62M

$158

$154

$145

$4.00M

$3.79M

$3.50M

– 11.4% – 10%

2017 Cost of a Data Breach Study

http://www-03.ibm.com/security/data-breach/


Humans, hackers and criminal insiders continue to cause most data 
breaches

Malicious or 

criminal attack

47%

Human error

28%

System glitch

25%

$126
per record to resolve

$156
per record to resolve

$128
per record to resolve Currencies converted to US dollars

2017 Cost of a Data Breach Study

http://www-03.ibm.com/security/data-breach/


The incidence of malicious attack varies considerably by country

59%

52%

50%

50%

48%

48%

48%

46%

44%

43%

41%

40%

40%

22%

24%

19%

23%

24%

24%

22%

34%

25%

29%

33%

25%

24%

19%

24%

31%

28%

28%

28%

30%

20%

31%

29%

26%

35%

36%

Middle East

United States

France

United…

Japan

Australia

Canada

Germany

Brazil

South Africa

India

ASEAN

Italy

Malicious or criminal attack              System glitch               Human error

2017 Cost of a Data Breach Study

http://www-03.ibm.com/security/data-breach/


What you can do to help reduce the cost of a data breach

$2.90 

$5.10 

$5.20 

$5.40 

$5.70 

$6.20 

$6.80 

$8.00 

$10.90 

$12.50 

$16.10 

$19.30 

CPO appointed

Board-level involvement

CISO appointed

Insurance protection

Data classification

Use of DLP

Use of security analytics

Participation in threat sharing

Business Continuity Management involvement

Employee training

Extensive use of encryption

Incident response team

Amount by which the cost-per-record was lowered 

Currencies converted to US dollars

Savings are higher than 2016

*

No comparative data

*

*

*

2017 Cost of a Data Breach Study

http://www-03.ibm.com/security/data-breach/


Gaining visibility and responding faster help to reduce costs

Mean time to identify (MTTI) Mean time to contain (MTTC)

(The time it takes to detect that an incident 

has occurred)

(The time it takes to resolve a situation and 

ultimately restore service)

Total cost, in millions Total cost, in millions

Currencies converted to US dollars

$2.80 

$3.83 

$3.23 

$4.38 

MTTI < 100 days MTTI > 100 days

$2.83 

$3.77 

$3.18 

$4.35 

MTTC < 30 days MTTC > 30 days

FY 2017 FY 2016

2017 Cost of a Data Breach Study

http://www-03.ibm.com/security/data-breach/


Factors that increase the per-record cost

($2.70)

($5.50)

($7.60)

($8.80)

($11.20)

($14.13)

($16.90)

Amount by which the cost-per-record was increased

Currencies converted to US dollars

Third party involvement

Extensive cloud migration

Compliance failures

Extensive use of mobile platforms

Lost or stolen devices

Rush to notify

Consultants engaged

Provision of ID protection

*
*

($16.90)

($14.13)

($11.20)

($8.80)

($7.60)

($5.50)

($2.70)

($2.00)

Additional costs are higher than 2016

No comparative data*

2017 Cost of a Data Breach Study

http://www-03.ibm.com/security/data-breach/

