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The relationship between data 
privacy and cybersecurity
Data security has long been one element of “fair 
information practices”:
• HEW Code (1973)
• OECD Principles (1980, rev. 2013)
• EU Data Protection Directive (1995)
• US Department of Homeland Security (2008) 
• EU GDPR (2016):

• Art. 32: Taking into account the state of the art, the costs of 
implementation and the nature, scope, context and purposes 
of processing as well as the risk of varying likelihood and 
severity for the rights and freedoms of natural persons, the 
controller and the processor shall implement appropriate 
technical and organisational measures to ensure a level of 
security appropriate to the risk



Evolution of privacy
• Right to be forgotten

• Surveillance capitalism – attention capture

• Algorithmic fairness 

• Facial recognition

• Discrimination (pricing; ad delivery for housing, 
employment)

• Renewed emphasis on data minimization

• Gov surveillance – ALPR, pole cameras, Stingrays

• Gov purchase of commercial data

• Cross-border data flows - Schrems



Evolution of cybersecurity



Evolution of cybersecurity



Overview of State Cybersecurity 
Statutes and Regulations

1. 21 states have free-standing statutes requiring businesses to 
adopt data security practices
• Most are similar to California – maintain “reasonable” security measures
• MA, NV, NY have more specific requirements

2. 21 states have adopted the NAIC model law for insurance 
companies

3. A number of states have other specific laws or regulations on 
specific industries or specific kinds of data: medical, biometric, 
IoT, ISPs, data brokers, ed tech.

4. 3 states (OH, UT, CT) have cybersecurity safe harbor or 
affirmative defense laws. See also KS

5. NC: State and local gov – no ransomware payment (2021)

6. 5 states have comprehensive privacy laws - all also include a 
cybersecurity provision



21 Free-Standing “Reasonable” 
Data Security Statutes

21 states have free-standing statutes specifically 
requiring data security practices for businesses and 
other covered entities

• Include CA, CO, UT

• Most require covered entities to maintain “reasonable” 
security measures

• AL, MA, NV, NY have more specific requirements



21 Free-Standing “Reasonable” 
Data Security Statutes

Alabama                                 Louisiana

Arkansas                                 Maryland

California                                Massachusetts

Colorado                                 Nebraska

Delaware                                Nevada

Dist of Columbia                   New Mexico

Florida                                    New York

Illinois                                     Oregon

Indiana                                   Rhode Island

Kansas                                    Texas

Utah



“A business that owns, licenses or maintains personal information about a 
California resident shall implement and maintain reasonable security 
procedures and practices appropriate to the nature of the information, to 
protect the personal information from unauthorized access, destruction, 
use, modification, or disclosure.” CA Civil Code § 1798.81.5(b). 

“Each covered entity [a sole proprietorship, partnership, corporation, trust, 
estate, cooperative, association, or other commercial entity that acquires, 
maintains, stores, or uses personal information], governmental entity, or 
third-party agent shall take reasonable measures to protect and secure 
data in electronic form containing personal information.” FL Statutes Sec. 
501.171(2)

“A holder of personal information shall:

(1) Implement and maintain reasonable procedures and practices 
appropriate to the nature of the information, and exercise reasonable care 
to protect the personal information from unauthorized access, use, 
modification or disclosure.” KS 50-6,139b.
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Data Security Statutes



21 Free-Standing “Reasonable” 
Data Security Statutes

Coverage is broad and exceptions are few:

• 15 apply to gov’t agencies

• 20 apply to non-profits

• 20 apply to private institutions of higher ed

• Many exempt only data covered by HIPAA and 
GLBA 



21 Free-Standing “Reasonable” 
Data Security Statutes

Most have narrow definition of “personal information”:

“Personal information” is defined as --

(A) an individual’s first name or first initial and last name 

• in combination with one or more of the following data elements, 

• when either the name or the data elements are not encrypted or redacted: 
• Social Security Number; 
• driver’s license number other gov’t ID number; 
• account number, credit or debit card number, in combination with any required security 

code, access code, or password that would permit access to an individual’s financial 
account; 

• medical information; 
• health insurance information;
• biometric information;
• genetic information

(B) A username or email address in combination with a password or security question and answer 
that would permit access to an online account. 

CA Civil Code § 1798.81.5(d)(1) 11



21 Free-Standing “Reasonable” 
Data Security Statutes

“Personal information” means either of the following: 

a. An individual’s first name or first initial and last name in combination with any one or more of 
the following data elements for that individual:

(I) A social security number;

(II) A driver license or identification card number, passport number, military identification 
number, or other similar number issued on a government document used to verify 
identity;

(III) A financial account number or credit or debit card number, in combination with any 
required security code, access code, or password that is necessary to permit access to an 
individual’s financial account;

(IV) Any information regarding an individual’s medical history, mental or physical condition, or 
medical treatment or diagnosis by a health care professional; or

(V) (V) An individual’s health insurance policy number or subscriber identification number 
and any unique identifier used by a health insurer to identify the individual.

b. A user name or e-mail address, in combination with a password or security question and 
answer that would permit access to an online account.

Florida Statutes Sec. 501.171(2) 12



A controller shall take reasonable measures to 
secure personal data during both storage and use 
from unauthorized acquisition. The data security 
practices must be appropriate to the volume, 
scope, and nature of the personal data processed 
and the nature of the business. CO

A controller shall … “establish, implement and 
maintain reasonable administrative, technical and 
physical data security practices to protect the 
confidentiality, integrity and accessibility of 
personal data appropriate to the volume and 
nature of the personal data at issue;” CT
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Comprehensive Privacy Laws with 
Cybersecurity Provisions

Broader definitions of personal information:

• Colorado: “’Personal Data’ (a) means information that is 
linked or reasonably linkable to an identified or 
identifiable individual” and does not include de-
identified data or publicly available info

• Connecticut: "Personal data" means any information 
that is linked or reasonably linkable to an identified or 
identifiable individual. "Personal data" does not include 
de-identified data or publicly available information.



Comprehensive Privacy Laws with 
Cybersecurity Provisions

But many more exceptions. See CT law:









Possible Responses
• If you are one of 21 states with free-standing 

cybersecurity and no privacy law, consider 
updating/expanding definition of pers info.

• If you are one of 30+ states that do not have 
cybersecurity provision, consider adopting one with 
more modern broad definition and only narrow 
exceptions.

• If you are one of the 30+ that do not have a 
comprehensive privacy law and do not have a free-
standing cybersecurity law and are considering the 
VA/UT model, pay close attention to the 
exceptions.



The Next Frontier 
of Cybersecurity Law

• Protection of critical infrastructure: 
• Water (fresh and waste water treatment)

• Power

• Dams

• Transportation

• Financial services (including insurance)

• Health care

• Food processing and supply chain

• Police, emergency services, other public safety



What is “Reasonable” Security

1. Legislative standards

2. Enforcement-based – case-by-case

3. Private litigation – case-by-case

4. Administrative guidelines (non-binding)

5. Administrative regulations

6. Industry or other private sector standards

7. Regulator endorsement of private sector 
standards
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1. Legislative (statutory) standards

“A data collector that maintains records which contain 
personal information of a resident of this State shall 
implement and maintain reasonable security measures to 
protect those records … .” Nevada Revised Statutes
603A.210

“A data collector doing business in this State … shall not:

a) Transfer any personal information through an   
electronic, nonvoice  transmission other than a 
facsimile to a person outside of the secure system of 
the data collector unless the data collector uses 
encryption to ensure the security of electronic 
transmission … .”

Nevada Revised Statutes 603A.215.
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2. Case-by-case enforcement: FTC Settlement with Equifax  (2019)

Carried Forward from Eli Lilly Plus: The New Generation of Requirements

Comp. written info sec program designed to protect personal 
info

Assess risks and sufficiency of safeguards following any Security 
Incident

Designate qualified employee to coord and be responsible Provide program and evaluations to Board

Assess risks at least once every 12 months Internal complaint process

Design & implement safeguards to control risks identified Patch management

Training at least once every 12 months Timely remediation of critical or high risk vulnerabilities

Asset inventory

Protections such as network intrusion protection, host intrusion 
protection, and file integrity monitoring

Access measures such as segmentation

Access controls, such as MFA

Limit employee and contractor access – business need to access

Test and monitor effectiveness at least once a year

Obtain biennial assessment from qualified, objective, 
independent 3rd party pro.

Protections such as encryption if feasible

Select and retain service providers capable of safeguarding 
personal info

Secure development practices and test externally developed apps

Evaluate and adjust Vulnerability testing once every 4 months

Bug bounty

Order remains in effect 20 years Notice to FTC of all breaches



3. Case-by-case - private litigation
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https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

4. Administrative guidelines (non- binding)



NIST Framework
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5. Administrative Regulations
NY State Department of Financial Services, 23 NYCRR 500 
(3/1/17)
• Process: Requires policy, which must address 14 areas “to 

the extent applicable,” including:
• asset inventory
• business continuity
• systems and network monitoring

• Specific Technology: Requires 
• continuous monitoring or periodic pen testing and vulnerability 

assessments
• audit trails designed to detect and respond to attacks
• limits on user access privileges
• secure dev practices for in-house developed apps
• due diligence and/or contractual protections related to 3rd party 

service providers
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5. Administrative Regs

• Massachusetts
• Data on portable devices must be encrypted

• Must assign unique IDs and passwords

• Blocking access to user identification after multiple 
unsuccessful attempts

• Regulatory humility: “to the extent technically feasible”

201 C.M.R. 17.
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7. Government Endorsement
of Private Sector Standards

“If a data collector doing business in this State 
accepts a payment card in connection with a sale 
of goods or services, the data collector shall 
comply with the current version of the Payment 
Card Industry (PCI) Data Security Standard, as 
adopted by the PCI Security Standards Council or 
its successor organization, with respect to those 
transactions, … .”

Nevada Revised Statutes, 603A.15
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7. Government Endorsement
of Private Sector Standards

Affirmative defense to tort action if security program 
“reasonably conforms to an industry recognized 
cybersecurity framework” –
• NIST Framework
• NIST special publications 800-171 or 800-53 and 800-

53a
• FedRAMP security assessment framework
• CIS controls
• International Organization for Standardization 

(ISO)/International Electrotechnical Commission(IEC) 
27000 family

Ohio Code, Title XIII, Secs 1354.01-1354.03
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