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Just because we could, 
does that mean we should?



https://www.axios.com/england-exams-algorithm-grading-4f728465-a3bf-476b-9127-9df036525c22.html
https://www.axios.com/england-exams-algorithm-grading-4f728465-a3bf-476b-9127-9df036525c22.html
https://www.techrepublic.com/article/ai-and-ethics-one-third-of-executives-are-not-aware-of-potential-ai-bias/
https://www.techrepublic.com/article/ai-and-ethics-one-third-of-executives-are-not-aware-of-potential-ai-bias/
https://www.brookings.edu/research/credit-denial-in-the-age-of-ai/
https://thenextweb.com/neural/2020/07/03/study-only-18-of-data-scientists-are-learning-about-ai-ethics/
https://thenextweb.com/neural/2020/07/03/study-only-18-of-data-scientists-are-learning-about-ai-ethics/
https://medium.com/datadriveninvestor/why-ibm-decided-to-halt-all-facial-recognition-development-6858f463a822
https://medium.com/datadriveninvestor/why-ibm-decided-to-halt-all-facial-recognition-development-6858f463a822
https://www.npr.org/2022/05/12/1098601458/artificial-intelligence-job-discrimination-disabilities
https://www.npr.org/2022/05/12/1098601458/artificial-intelligence-job-discrimination-disabilities


“I think of machine learning kind of as asbestos...It turns out that it’s all over the place, 
even though at no point did you explicitly install it, and it has possibly some latent 
bad effects that you might regret later, after it’s already too hard to get it all out.” 

- Jonathan Zittrain, Professor, Harvard Law School, 2019.

https://www.statnews.com/2019/06/19/what-if-ai-in-health-care-is-next-asbestos/


Rogue or Unsafe
Compromising Privacy

Biased & Discriminatory
Damaging to Society

Lacking Accountability

EU Commission’s 
Concerns for AI



2011 2015 2016 2018 2020

EU Commission Drafting
Dec 2015: EU Commission 
submits its proposal for 
legislation

General Data Protection Regulation (GDPR) Actual Timeline

Apr 2016: Adopted by EU

May 2016: GDPR 
Regulation starts

May 2018: Following 2-year 
adoption period, GDPR is directly 
applicable and enforceable 

July 2020: California 
begins enforcing CCPA

2017 2021 2022 2024 2026
EU AI Act Projected Timeline

EU Commission Drafting
Apr 2021: EU Commission 
submits its proposal for 
legislation

2025: Following 2-year 
adoption period, AI Legislation 
is directly applicable and 
enforceable? 

What happens 
next in the US?

Oct 2022: Spain starts sandbox

Early 2023: AI 
Regulation starts?

https://eur-lex.europa.eu/legal-content/EN/HIS/?qid=1642428877998&uri=CELEX%3A52021PC0206


High Risk AI Systems (EU Commission)

Management & 
Operation of Critical 

Infrastructure

Biometric 
Identification

Educational & 
Vocational Training

Access to Essential 
Private & Public 

Services

Law Enforcement

Employment, 
Workers 

Management & 
Access to 

Self-Employment

Migration, Asylum & 
Border Control 
Management

Administration of 
Justice & 

Democratic 
Processes



2. Purposeful and performance-driven

3. Accurate, reliable, and effective

4. Safe, secure and resilient

5. Understandable

6. Responsible and traceable

7. Regularly monitored

1. Lawful and respectful of our Nation’s values

8. Transparent

9. Accountable

US Executive Order 13960 (Dec 2020)
9 Principles for designing, developing, 

acquiring, and using AI

Privacy & Security 
of Personal 
Information

Human Rights, 
Unfair Bias, & 
Discrimination

Monitoring Large 
Accessible 

Places

H.R.2231 Algorithmic 
Accountability Act of 2019



Just because we could, 
does that mean we should?



Not using people’s information 
illegally is the minimum 

responsibility for organizations, 
and it will not be enough to sustain 
trust, manage risk or be responsive 

to stakeholder expectations.
- Accenture, 2019

https://www.accenture.com/us-en/insights/software-platforms/building-data-ai-ethics-committees


IEEE P7000-2021 Series

Read this first.
Educate others.

Ethically Aligned Design 
(EAD)

Available now.

P7000-2021 Series: Model 
Process for Addressing 
Ethical Concerns During 

System Design

What: International Standard

Who: Businesses that build or 
deploy new or revised 
products/services that include 
AI/ML.

When: System design, concept, 
exploration

Strategic Fit

https://ethicsinaction.ieee.org/
https://ethicsinaction.ieee.org/
https://ethicsinaction.ieee.org/p7000/
https://ethicsinaction.ieee.org/p7000/
https://ethicsinaction.ieee.org/p7000/
https://ethicsinaction.ieee.org/p7000/


ISO/IEC JTC1/SC42 Artificial Intelligence

What: International Standard

Who: Businesses that build or 
deploy new or revised 
products/services that include 
AI/ML.

When: System design, concept, 
exploration

Strategic Fit

Published Standards

Standards Under 
Development

https://www.iso.org/committee/6794475.html
https://www.iso.org/committee/6794475/x/catalogue/p/1/u/0/w/0/d/0
https://www.iso.org/committee/6794475/x/catalogue/p/0/u/1/w/0/d/0
https://www.iso.org/committee/6794475/x/catalogue/p/0/u/1/w/0/d/0


NIST AI Risk Management Framework

Drafting stage; target release 
in early 2023:

AI Risk Management 
Framework

Others in draft:

Cybersecurity for IoT
Consumer Software 

Labeling for 
Cybersecurity

What: U.S. National Standard

Who:
● Especially businesses with 

federal contracts.
● Designing, developing, 

using, deploying, evaluating 
or governing AI

When: Any stage of the above

Strategic Fit

https://www.nist.gov/itl/ai-risk-management-framework/ai-risk-management-framework-resources
https://www.nist.gov/itl/ai-risk-management-framework/ai-risk-management-framework-resources
https://www.nist.gov/itl/applied-cybersecurity/nist-cybersecurity-iot-program
https://www.nist.gov/news-events/news/2021/11/nist-seeks-public-input-consumer-software-labeling-cybersecurity
https://www.nist.gov/news-events/news/2021/11/nist-seeks-public-input-consumer-software-labeling-cybersecurity
https://www.nist.gov/news-events/news/2021/11/nist-seeks-public-input-consumer-software-labeling-cybersecurity


World Economic Forum

What: International Guidance

Who: Organizations and citizens 
who need broader education and 
understanding of why ethical AI 
is important.

When: Anytime. The earlier in 
product/service lifecycle, the 
better.

Strategic Fit

AI Toolkit for Boards of 
Directors

AI Procurement in a Box for 
Government Entities

Ethics by Design 

https://spark.adobe.com/page/RsXNkZANwMLEf/
https://spark.adobe.com/page/RsXNkZANwMLEf/
https://www.weforum.org/reports/ai-procurement-in-a-box
https://www.weforum.org/reports/ai-procurement-in-a-box
https://www3.weforum.org/docs/WEF_Ethics_by_Design_2020.pdf


Singapore’s Partnership with WEF

Model Artificial Intelligence 
Governance Framework

Implementation & 
Self-Assessment Guide for 

Organizations

What: International Guidance; 
Singapore’s Personal Data 
Protection Commission (PDPC)

Who: Designing, developing, 
using, deploying, evaluating or 
governing AI

When: Any stage of the above

Strategic Fit

https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/resource-for-organisation/ai/sgmodelaigovframework2.pdf
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/resource-for-organisation/ai/sgmodelaigovframework2.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-for-Organisation/AI/SGIsago.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-for-Organisation/AI/SGIsago.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-for-Organisation/AI/SGIsago.pdf


Other Countries

Brazilian Artificial Intelligence Strategy

Pan-Canadian AI Strategy

China, Ethical Norms for the New Generation 
Artificial Intelligence 

https://www.gov.br/mcti/pt-br/acompanhe-o-mcti/transformacaodigital/arquivosinteligenciaartificial/ia_estrategia_summary_brazilian_4-979_2021.pdf
https://cifar.ca/ai/
https://ai-ethics-and-governance.institute/2021/09/27/the-ethical-norms-for-the-new-generation-artificial-intelligence-china/#:~:text=Various%20activities%20of%20AI%20shall,national%20and%20regional%20ethical%20norms.
https://ai-ethics-and-governance.institute/2021/09/27/the-ethical-norms-for-the-new-generation-artificial-intelligence-china/#:~:text=Various%20activities%20of%20AI%20shall,national%20and%20regional%20ethical%20norms.
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Example: Datasheets for Datasets - Like MSDS for Data!

Research Paper: Datasheets for Datasets 

https://arxiv.org/pdf/1803.09010.pdf



