DIRECTOR OF

O
O : .
NCSL TASK FORCE ON CYBERSECURITY
l O APRIL 21, 2017

=




INFRASTRUCTURE CYBERSECURITY UMBRELLA

Cybersecurity Policy
|/T Budget and Resources
Cybersecurity Defense Systems/Monitoring

|/T Staff Training
. User Training

Network

Perimeter Defense

Firewalls

Intrusion Detection

Switching /Routing

Internet Access
Servers Communications
Laptops ‘4 Voice
Mobile Devices Email

User Authentication Messaging
Printers
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o Gartner,
one third of
_ESSFUL attacks

s
Il be on shadow |/T
~ resources. |




°* MOBILE/PE

e SOCIAL MEDIA —— -

® 49 states, DC Council, Puerto Rico, US Virgin Islands using 14 different social media sites?

* |/T STAFF (YES, WE ARE GUILTY OF THIS TOQ!)




* DECISION TC

K * POLITICAL DECISIONS, LE. ABILITY TO PROVIDE POLITICAL ANALYSIS OF DATA
/ * TURF WARS
©




* SERVERS, COMPL

* Security patching and update:

®* LACK OF SECURITY MONITORING
O ® I/T INHERITS SYSTEMS THEY CAN'T SUPPORT




* IMPLEME

* TALK TO PEOPLE - GF | SETWEEN THE USER COMMUNITY AND I/T

( AGENCY HELP DESK STAFF PROBABLY KNOW WHAT'S IN THE SHADOWS
@
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e RELY ON CY

® ENFORCE CYBERSECURITY PO
Defined processes
Training
® Increased service levels
/ Negotiate with end users
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, TECH

AND PROJECT

SCHEDULES

[N

BE OPEN TO IDEAS FROM 3RP PARTY VENDOR E USEI_?S ARE WORKING WITH

EMPOWER THE USER COMMUNITY TO BRING THEIR PROBLEMS AND NEEDS TO I/T FIRST
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Difficult to a. ut critical to an effective

( cybersecurity strategy!
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