INCSL

NATIONAL CONFERENCE OF STATE LEGISLATURES

Cybersecurity Task Force and Privacy Work Group

TueOmni Providence Hotel | Providence, R.l. | June 1-2, 2023

Agenda
. Senate President Thomas Alexander, South Carolina
Co-Chairs . . . .
Assemblymember Jacqui Irwin, California
NCSL Staff Heather Morton, Denver

Susan Frederick and Erlinda Doherty, Washington D.C.

Thursday, June 1

6-7:30 p.m. Task Force Reception
Newport/Washington,
Third Floor
8-8:45 a.m. Breakfast
Narragansett A Foyer,
First Floor
8:30-8:45 a.m. Welcome and Introductions
Narragansett A, First e Senate President Thomas Alexander, South Carolina
Floor e Assemblymember Jacqui Irwin, California
8:45-10 a.m. Anatomy of an Artificial Intelligence System
Narragansett A, First = Both private and public sectors are finding new applications of artificial intelligence (Al),
Floor machine learning, and data analytics. What role do policymakers play in oversight over the
information going into the system and how to access the information coming out?
Speaker:

e Sorelle Friedler, Ph.D., Shibulal Family associate professor of computer science,
Haverford College

10-11 a.m. Practical Applications of Al
Narragansett A, First = Learn about ways in which Al is being used in a variety of fields including finance. Our
Floor panelists will discuss how Al can benefit their customers and the ways in which they mitigate
risk.
Speakers:

e Cheryl Davis, senior director for strategic initiatives, Oracle
e Michelle Lease, technology policy issue manager, Intuit

11-11:15a.m. Break
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11:15 a.m.-Noon
Narragansett A, First
Floor

Noon-1:15 p.m.
Narragansett A Foyer,
First Floor
1:15-2:15 p.m.
Narragansett A, First
Floor

2:15-2:30 p.m.

2:30-3 p.m.
Narragansett A, First
Floor

3-3:45 p.m.
Narragansett A, First
Floor

3:45-4 p.m.

NASCIO Update
Learn about recent NASCIO studies on current cybersecurity workforce and opportunities for
state chief information security officers.
Speaker:
e Meredith Ward, deputy executive director, NASCIO
Lunch

Anatomy of a Ransomware Negotiation
As ransomware as a service (RaaS) becomes more widespread, the FBI, with access to a global
intelligence network, continues to raise awareness about how to negotiate with bad actors
through cyber task forces established across its field offices to work closely with other federal
agencies and state police, a CyWatch Watch Center for coordination purposes across these
field offices and an Internet Crime Complaint Center. Come learn about the FBI’s role in
identifying and addressing these ransomware attacks and learn about the FBI’s program on
ransomware negotiation.
Speakers:

e Doug Domin, supervisory special agent, Boston Cybercrime Squad, FBI

e larry Slusser, vice president, global head of professional services delivery, Security

ScoreCard

Break

State/Federal Update
Gain insight on key developments in state and federal activity related to emerging
technologies including Al, cybersecurity and privacy.
Speakers:

e Erlinda Doherty, senior legislative director, Commerce and Financial Services, NCSL

e Heather Morton, director, Financial Services, Technology and Communications, NCSL
Implications of App Restrictions on Government Devices
Citing security, privacy, and child safety concerns, state legislatures are looking at legislative
solutions to protect their constituents, particularly when it comes to the use of specific short-
form video apps. Efforts to restrict these apps have escalated in recent months as some
lawmakers believe these apps may endanger sensitive user data. As other states contemplate
similar efforts, come learn about the larger implications of these restrictions and potential
impacts on free speech.
Speakers:

e Eric Ebenstein, senior director of policy, Tik Tok

e Sen. Katie Fry Hester, Maryland
Break
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4-5 p.m. Business Meeting
Narragansett A, First  Discuss Task Force and Privacy Work Group plans for future task force meetings and review
Floor draft work products.
Presiding

e Senate President Thomas Alexander, South Carolina
e Assemblymember Jacqui Irwin, California
5-7 p.m. Executive Committee Reception
Rhode Island State
House

Cybersecurity Task Force and Privacy Work Group Sponsors

Amazon
Ancestry
AT&T
BSA — The Software Alliance
Consumer Data Industry Association
CTIA - The Wireless Association
Equifax
Google
Intuit
Meta
Microsoft
NCTA - The Internet & Television Association
NEC
Okta
Oracle
RELX
Security Scorecard
Zoomlinfo
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