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Known vulnerabilities  

49%
of all breaches include the 
human element (via error, privilege 
misuse, use of stolen credentials or 
social engineering)
Verizon, DBIR Report 2023)

Cost of a breach

9.44m
USD is the average cost of a 
breach in the US
IBM, Cost of a Data Breach Report, 2022

Long-term impact 

47%
of US consumers 
permanently stop using an 
org’s services after a breach
Okta, The State of Digital Trust 2021

Current 
cybersecurity
reality

https://www.verizon.com/business/resources/reports/2023/dbir/2023-data-breach-investigations-report-dbir.pdf
https://www.ibm.com/downloads/cas/3R8N1DZJ
https://www.okta.com/sites/default/files/2021-05/ASIA_DigitalTrustReport.pdf
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The trusted approach to cybersecurity 

Before: Perimeter Defense
Trusted individuals (insiders) were allowed 
inside the network perimeter and 
non-trusted individuals (outsiders) were not.

Today: The Zero Trust Model 
Everyone begins as non-trusted and must 
be authenticated and continuously 
authorized to earn access.
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