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Disclaimers

• I will mostly speak specifically to the Army (Active Duty and Reserves)

• I am a more subject matter enthusiast than subject matter expert

• I will not cover Posse Comitatus Act or DSCLEA (Defense Support to Civil Law 
Enforcement Agencies)

• I feel the way most service members feel about presentations and power 
point



WHAT is a disaster?

• What is considered a disaster in one community may not be in 
another

• Based on 
• Values at Risk

• Complexity

• Organic Capability

• Community Stability



Slide Credit: CO Emergency Management Office





WHEN can/do we respond?

• The 10th Amendment



Immediate Response Authority

• Immediate Response Authority (IRA): A Federal military commander’s authority temporarily to 
employ resources under their control, subject to any supplemental direction provided by higher 
headquarters, and provide those resources to save lives, prevent human suffering, or mitigate great 
property damage in response to a request for assistance from a civil authority, under imminently 
serious conditions when time does not permit approval from a higher authority within the United 
States. Immediate response authority does not permit actions that would subject civilians to the use of 
military power that is regulatory, prescriptive, proscriptive, or compulsory. (DoDD 3025.18)

• Commander: For DSCA Immediate Response Authority purposes is limited to only those 
Commanders formally appointed in writing IAW AR 600-20 AND serving in a Command Billet.

• What constitutes a “civil authority”? “Those elected and appointed officers and employees who 

constitute the government of the United States, the governments of the 50 states, the District of 

Columbia, the Commonwealth of Puerto Rico, United States territories, and political subdivisions 

thereof” (Joint Publication 1-02)

IRA must be reassessed 72 hours after the request was received!!





WHO?

• Any one in the DOD 

• Title 10 Service 
Members (Active and 
Reserve)

• Title 32 Service 
Members (National 
Guard)

ARNORTH/NORTHCOM

REPLOs – Regional 
Emergency 
Preparedness Officers

SEPLOs- State 
Emergency 
Preparedness Officers

Installation Support 
Bases (ISBs)





Where?

Each DCE corresponds to 
a  FEMA Region 



WHY?

• Save lives, protect property, and prevent human suffering

• When it comes to disaster response you have THREE OPTIONS  
  --FAST—GOOD—CHEAP– 

• What’s the catch?



HOW do we respond? (Past, Present, and Future)
Authority and Actions



PAST 
The Black Forest Fire, Hurricanes, Boulder Flood 2013



Present and Future
Covid-19 and Beyond



SAMSAM Ransomware Attack on CDOT
• February 2018
• Total Cost – 1.7 million

• “CDOT wanted to try out a new cloud-based business process so an employee from CO 
information security office, which manages technology for 17 state agencies in 1,300 
locations, set up a temporary server for testing. Hackers found the insecure system on the 
same day the temporary server went live. They tapped in remotely and began guessing 
passwords. Some 40,000 attempts later, the account was unlocked thanks to its privileged 
features like unlimited failed logins.” (The Colorado Sun)

• All access was locked out, unable to get any information or make payroll.

• Ransom demand – bitcoin

• Assistance – CO Office of Emergency Management and a cyber team from the CO NG.



FIRSTS
• Cyber security state disaster declaration

• NG cyber deployment

• FEMA cybersecurity mission

• Mobile Emergency Response Support (MERS) vehicle

• EMAC for a cybersecurity mission

• DHS HIRT deployment (Hunt and Incident Response Team)

• Other victims of similar attacks include hospitals, college campuses, 
the Port of San Diego and the City of Atlanta.



Where do DSCA Veterans Go?



We do this together
Emergency response systems are integrated. The DoD follows the same 
systems utilized at the local, state, and federal levels. Soldiers preparing for 
DSCA roles receive their training through ICS courses. This allows our 
integration into the fight to be seamless. We work for you!

This also allows for Service Members to be credentialed in Emergency 
Management and make their way to those roles after leaving the military!

NIMS – National Incident Management System

NRF – National Response Framework

ICS – Incident Command System



Contributors

• COL Sean Williams - DCO Region VIII

• Mr. Mike Willis – Director, Colorado Office of Emergency Management

• Mr. Bryce Jones – FEMA Region VI Emergency Management Specialist




	Slide 1: Defense Support to Civil Authorities
	Slide 2: HHD, 418th QM BN
	Slide 3: Disclaimers
	Slide 4: WHAT is a disaster?
	Slide 5
	Slide 6
	Slide 7: WHEN can/do we respond?
	Slide 8: Immediate Response Authority
	Slide 9
	Slide 10: WHO?
	Slide 11
	Slide 12: Where?
	Slide 13: WHY?
	Slide 14: HOW do we respond? (Past, Present, and Future) Authority and Actions
	Slide 15: PAST  The Black Forest Fire, Hurricanes, Boulder Flood 2013
	Slide 16: Present and Future Covid-19 and Beyond
	Slide 17: SAMSAM Ransomware Attack on CDOT
	Slide 18: FIRSTS
	Slide 19: Where do DSCA Veterans Go?
	Slide 20: We do this together
	Slide 21: Contributors
	Slide 22

