@- lc:t';tr?\refto;ecurity‘
SLTT Artificial Intelligence Safety and

Governance Challenges and Workforce
Implications

Part of the MS-ISAC Al Safety and Governance
Webinar Series

» James Globe

'y VP Strategic Advisor Cybersecurity Capabilities
J james.globe@cisecurity.org

I L
W May 17, 2024




c1s

Center for Internet Security
An Independent, Community Driven Not-for-Profit

Who We Are:

Qur Mission:

' To create confidence
C l S Canter for in the connected world
; I ntE m Et setu"ty . Home of the:

* CIS Critical Security Controls

= CIS Community Defense
Model

501(c)(3) nonprofit, ~400+ employees »  CIS Benchmarks

* Multi-State ISAC
+ Elections Infrastructure ISAC

We Are Your Cybersecurity Advisors




@ Multi-State Information Sharing & Analysis Center
The MS-ISAC

» Designated by the Cybersecurity
& Infrastructure Security Agency
(CISA) as a key resource for
cyber threat prevention,
protection, response and
recovery for all U.S. State,
Local, Tribal and Territorial
(SLTT) governments

‘Hearn.cisecurity.ora/ms-is

reqgistration

TLP:CLEAR



G:IS Missions at a Glance

CISA, CIS, MS/EI-ISAC

—
MS-ISAC’ <\ Elections /_\
@ Muiti-State Information 15 lnfrastruct ure C l S

/ Sharing & Analysis Center” ISAC

{

The MS-ISAC is a trusted resource for
cyber threat prevention, protection,
response, and recovery for U.S, State,
Local, Tribal, and Territorial (SUIT)

government entities,

CIS Is home fo the
MS-ISAC and the EI-ISAC

CISA focuses on the cybersecurity of
all critical infrastructure within the
United States (including election
offices).

The EI-ISAC supports the rapidly

changing cybersecurity needs
of U.S. SUIT election offices.

TLP:CLEAR



@ Who We Serve

m 50 State Governments _
=+ 16,000 Local Governments

lIIII'.
MS-ISAC - State,

Local, Tribal, =3 6 Territorial Governments
and Territorial Il 207 Tribal Governments
Governments .

\ 80 DHS-recognized Fusion Centers

50 State Election Offices

~3700 Local Election Offices ElI-ISAC

6 Territorial Election Offices Members

7 Tribes /
5




@ No-Cost MS\EI-ISAC Benefits to SLTTs

https://learn.cisecurity.org/ms-isac-registration

Cyber Thres ! | Er
yber Threat Cyb rity Services Ey%e:srgran;?:grsk &

= Cyber Alerts & = 24xTx365 Security = Nationwide = MS\EI-ISAC Webinars
Advisories Operations Center Cybersecurity Review + MS-ISAC Waorking
* Quarterly Threat {30C) . (NCSR) Groups
Report ' gzsbgr L’;‘i’d_l?:;m (CIRT) + CIS SecureSuite * CIS CyberMarket
» Regular Indicators of . 1S ﬁgﬂ Threat Membership . ;Irtl._lal Service
Compromise (IOCs) Notif cation Service (1P o Tools to implement EVIEWS _
; ofification Service ( the CIS Critical » Homeland Security
* White Papers & Domain Monitoring) Security Controls Information Network
» Cyber Threat Briefings . EB“T;IPUEEDEMEM' and CIS (HSIN)
* Real-Time Intelligence {MUE):EH? sporing Benchmarks * Vulnerability
e . . Disclosure Program
* Endpoint Detection & (EISAC only)
Response (EDR) + Situational Awareness
(EI-ISAC anfy) Room (E/-SAC only)

i}

TLP:CLEAR



Agenda

AGENDA ITEM 01

Defense in Depth and Defining Reasonable Cybersecurity = A CIS
Cyber Reasonableness Initiative

AGENDA ITEM 02

SLTT Organizations Al Safety and Governance Challenges — A CIS
Al Safety Initiative

AGENDAITEM 03

Addressing SLTT Cyber Workforce Demands

A Security Operations Center Apprenticeship Program (SOCAP)
Initiative
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Defense in Depth and CIS Controls
Cyber Reasonableness Initiative




GIS CIS Defense in Depth Strategy

Suite of Products and Services to Increase Cyber Attacks Resilience

Defense-in-Depth Approach to Cybersecurity
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CIS Critical Controls and Benchmarks
Offensive Security Increases Defensive Security

K‘EF ﬂutﬂﬂmes Crantrnd | Inwentory and Control of Enterprisc Asscts
Cimtrul Z Invcntory and Control of Softwarce Asscots
— Enhances Cyber Defenses Custrul 3 Data Protoction
. . . Seocurs Cornligueslicee ol Enlarpriss Saasals aoc]
— Effective Cyber Hygiene Caatral & T sartwara
) Cumtrul & Account Managomeoent
- Enables Phase'd |mﬂ|5m5ntatlﬂn Camtical B Accoss Tontrel Managoment
EﬂE—]bhES Phased ASSESSmentE & Coaitirol T Continuous Yulnerasbility Managesment
. Cowtrol B Soedit Lergg Marnmgesrmenl
ManagEd RIEkE Control B Ermmil sared Wesls Browasr Prolesaciiore
— Vetted Secure Configurations of Cantral 10 Malvrans Dofonses
: = Comtrol 11 Data Racoveary
Gperatlng S}rStems’ Enterprlse Control 12 Matwork lntrastrucinre Mamagemsant
ﬁnppllﬂatlﬂnsi and Services Contral 12 MNetwork Monltoring and Daetensa
Benchmarks Contrnl 16 Securlty Awareness and Skills Tralning
Cowteol 15 Scrvice Provider Managomont
Contraol 1B Application Software Scourity
Cowtrol 17 Imncident Response Managemoent

Cantrol 1B Penetration Teasting
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@, CIS Cyber Reasonableness

A New Initiative — To Define A Minimum Standard

No national law defining “What is” reasonable cybersecurity
— Cases litigated using common law negligence claims
— Plaintiff must prove:

« Legal Obligation (i.e., Duty of Care), and

» Failed to meet obligation (i.e., Standard of Reasonableness)
Increasing convergence of Technology, Public Policy, and
Economics
CIS developed a guide to defining reasonable cybersecurity
— Target audience: Organizations, Regulators, and Litigators

"



6?5, Current Cybersecurity Laws and Regulations

Federal

Evolution of Federal Cybersecurity Law

Federal Information
Health M b“‘r:‘M of Health todvsal Crybersecurtty  Cvber locident
Insaramce l"lﬂ;":‘:a Inf Lnf " By~ Repsrtiva far
Portability and Technology for Security Infrastructure Critical
-\t«u:mbml! Public Law 107-347 Eeonamtie and Modernization  Seeurity Agency  Infrastructure
AR ' Chinieal Health Act of 2014 Actof 3018  Actofzozz
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4 Pudlic Law 107- 3 (e XIID) 107-247) . .
204 ’ *
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@, Current Cybersecurity Laws and Regulations

State

« State and Territories have Data
Breach Laws

« All 50 States

« DC, Guam, Puerto Rico, and US
Virgin Islands

+ States have enacted both Data
Protection and Data Privacy Laws
* 6 Stales have Data Protection Laws
— Safe Harbor
— State Departments and Agencies

« 19 States have Data Privacy Laws

+ State Executive Branch Regulations

State Compreh ensive
[Diata Privacy Stafiies

Caltformis, Cabfomia Consamer Privacy fict

i amiented by he Califomin Privacy
Righes Al

Colorado. 5 B 1150, Colordo Privacy ol
Comngcticet, 5 B, B Act Conceming

Fersonel Lata Privacy and Online Wanttonng

Dalawara, . B. 134, lelamar Pessora
[ana Privazy Act
Flarida. %, B P2, Flarids Digital Bil of
Rights

Indiana 5 & 5 Doreumzr [ta Frotaction

horved, 5 F 252, Coreumer Data
Frofection &

Hemhucky, H. . 15, Kanhuciy Consamer
(a3 Protecion At

Mhantan. & B 338 Consuner Dalg
Frivacy At

P Fam el e 5. B 263, Comsumer
Expecialian of Privacy

Pernr Jeresary. 3. 132, An At Canczming
Commeriizl Interned Wedrshis, Comaimes,
and 'zreonzly kMemitiatis imomation

oregen. & B 19, Felsting tn Prolections for
e Persanal [aia of Corsumers

Tennzsges, W E. 1EL, Tenressas Information
Frotection et

Teocas. HL . 4, Teosas Deba Privacy end
Secury Act

Rah. 3. B 25 ths Consumer Privazy Act
Wingimia. Coreumer Dala Prolection kel

3% Health
Natz Privacy Ststules

Comnectical 3. 2 5 An ALt Cosceming
Cnlina ['rivacy, Ueta end Safety Protectons

Mevada 5. B 170, Healih Date Privecy Law

‘esiington. H. . 1155, Washingion Wy
e, My Dets il
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Defining Reasonable Cybersecurity
A New Initiative — To Define A Minimum Standard

* No National law defines reasonable cybersecurity involving
data breaches

« Various Statutes, Regulations, and Case law
— Data Breach Notification
— Data Privacy
— Safe Harbor Incentivization

+ CIS guidance supports the objective of defining and helping
organizations meet reasonable cybersecurity
— Using the CIS Critical Security Controls

14



CIS’s Reasonable Cybersecurity Guideline
Mext Steps

« Kickoff Briefing at RSA 2024

— May 9, 2024

Download the Guide here

— https://www.cisecurity.org/insights/white-papers/reasonable-
cybersecurity-guide

CIS Hosted Webinar

— To be scheduled

Panel Discussion at MS-/EI-ISAC Annual Conference

— June 24-26, 2024

Potential International Conference
— Briefing to NCSL General Forum to be scheduled

13
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SLTT Organizations

Al Safety and Governance Initiatives
and Challenges




@ What is Artificial Intelligence?

Do We Agree on a Common Definition?

Artificial Intelligence is generally understood to include "engineered or machine-based systems designed to
operate with varying levels of autonomy and generate outputs (such as content, predictions,
recommendations or decisions), for a set of explicit or implicit objectives.”

But there is no universally accepted definition.. . .

"The science of making machinas do things
that would requirs intelligence if done by

v

men

- Morin Minzey

"an urmbrlla berem for the science of making
rachines smart,

— Ropal Saciety

“The field of computer science dedicated 1o
solving cognitive problems commanly
associated with human intelligance, such as
learning, prablam solving, and pattern

recoghition.”

= Amazan

"4t basa, for & systerm to exhibit artificial
intelligence, it should be able to lzarn in
some manner and then take actions based
an that learning. Theze actions are new
behaviors ar faatures of the system evolvad
from the lsarmings.”

= Omor dodelwahed

17



Types of Al Technologies

@ What is Artificial Intelligence?

NARROW Al

& system capable of demenstrating intelligence in relation to

one particular task.

Popular Al Development Approach

Machine Learning

o

Teaching a computer o
identify and recognize
patierns by example, rather
than pragramming spscific,
predetermined rules

@ Supervized Leaming

Traming the systam using
labeles data to help identify
pattarns.

@.ﬁ Unsupervissd Learning

Traming the syatam using

uriabelad data reguirng setf-

identification of patbarns,

..f‘ Ralrforcement Leaming

Traming he systam by
rervarding correst decisicns

ard punishing incorrsc: cnes.

GEMNERAL Al

& system that is functionally equal [or superior) to human
intelligence and can exhibit the full range of human

cognitive ahilities,

Example Tests

Turing Test

qL.T“%
II [+ = o)
In conversation with a
numan, can the machins

convince a bystander it iz
the human?

Coffee Test

‘e,

Can the maching enter an
average American home
and figure out how to
make coffee?



GE SLTT’s Al Safety and Governance

Al Usage Policy Development — Questionnaire Results (January 2024)

DOES YOUR MUNICIPALITY HAVE AN EXISTING
ARTIFICIAL INTELLIGENCE USAGE POLICY?
mYes “No

Yes
11%

No
89%

19



@ SLTT’s Al Safety and Governance

Al Usage Policy Development — Questionnaire Results (January 2024)

IF YOU RESPONDED 'NO' TO THE
PREVIOUS QUESTION,
IS YOUR ORGANIZATION PLANNING TO
ISSUE ONE IN

20247 Analysis Implications

WYes WNo WUnsure — Shadow ITVAl within SLTT IT
Ecosystems

— Pilots and POC Initiatives
;;i — Use Case Development
Business Needs Justification
— Research
— Lack of Resources

Lnsure
44,

Mo
10%



@. SLTT’s Al Safety and Governance

Al Usage Policy Development — 2024 Questionnaire Results (April 2024)

DOES YOUR ORGANIZATION HAVE AN EXISTING
Artificial Intelligence usage policy?

BYes WMo MIn Progress

Yes Analysis Implications

LT . ..
Lk — 6% Increase in Created Policies

— 56% Increase in SLTT
organizations actively working on
policies

In Progress

56%
’ Mo

27 %

21



@. SLTT’s Al Safety and Governance

Al Usage Policy Development — Questionnaire Results (January 2024)

WHICH Al OR ML TOPICS ARE YOU
INTERESTED IN?

H GenAl

Detection of Misinformation Aﬂﬂ'!ﬁiﬁ |IT1E“EEIiQI‘I§
Al role in Social Engineering Aftacks — Concerns around development of
B ANML Role in Cyber Defense GenAl Use Cases

— Concerns around GenAll
Acceptable Usage

— Concerns for implementation of
appropriate GenAl controls

— GenAl Ethics and legal
Guidelines

— Concerns for detecting ShadowAil
already in their IT Environments




@ SLTT’s Al Safety and Governance

Al Usage Policy Development — Questionnaire Results (April 2024)

Which Al or MLE‘!‘tﬁpics are you interested in?
ar

6%

Google Search Al
Enabled

1%

GenAl
28%

CoPilat for MS
Office 365
23%

Document or Virtual Assisant Al

Knowledge-Based Al 17 %
16% 3




@. SLTT’s Al Safety and Governance
Al Usage Policy Development — 2024 Questionnaire Results (April 2024)

DOES YOUR ORGANIZATION PLAN TO DEVELOP ITS
OWN LARGE LANGUAGE MODEL (LLM) OR USE AN
EXISTING PUBLIC OR COMMERCIAL OPTION?

B Jse a Private LLM Use a Public LLM

B se a SaasS or Commercial LLM :
Use a Private

LLM
13%

Use a Public
LLM

Use a Saas or 4%

Commercial
LLA
63%




@. SLTT’s Al Safety and Governance
Al Usage Policy Development — 2024 Questionnaire Results (April 2024)

HAS YOUR ORGANIZATION CREATED Al ACCEPTABLE
USE CASES THAT REPRESENT HOW YOUR AGENCIES
WILL LEVERAGE Al SOFTWARE?

BYaes ENo B|n Progress

Yes
8%

Mo
In Progress 35%

57 %




6?5. SLTT’s Al Safety and Governance

‘Al Usage Policy Development — 2024 Questionnaire Results (April 2024)

DOES YOUR ORGANIZATION LEVERAGE A NIST Al
RISK MANAGEMENT FRAMEWORK?

BYes “No BPlanTo

Yes
15%

Flan To
48%

No
37%




@. SLTT’s Al Safety and Governance

Al Usage Policy Development — 2024 Questionnaire Results (April 2024)

DOES YOUR ORGANIZATION HAVE AN Al
SOFTWARE REVIEW AND APPROVAL
PROCESS TO PLACE Al SOFTWARE IN A
PRODUCTION IT ENVIRONMENT?

BYes WMo Win Progress

Yes
17%

In Progress
39%

Mo
44%

27
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Addressing SLTT Cyber Workforce Demands

A Security Operations Center Apprenticeship
Program (SOCAP) Initiative




/‘\ Why are more Cyber Apprenticeship programs
CIS

needed?
Cyber Apprenticeship Programs targeting Public Sector Organizations

CIS will provide leadership to
support national apprenticeship
programs focused on the public
sector

There are very few public sector
national apprenticeship programs
that focus on SLTT organizations

CIS will leverage its expertise
and partners to address the
increased technical demands
on SLTT governments

SLTTs have limited
resources to recruit, train
and mentor cyber staff

Lack of sufficient cyber workforce
continues to weaken cyber
defenses in SLTT organizations

CIS will leverage its trusted
relationships with SLTT organizations
to understand job needs



CIS

Cyber Workforce Trends

Fortinet 2022 Global Cybersecurity Skills Gap Survey

Cybersecurity
affects every
arganization

B0% of orpanizations
=Nperienosd one or mons
braschas during the last
12 months.

19% confirm five or
mira braaches

aAlmast 40% suffarad
resches Lhal cosl mone
thamn & million dallars LSO
o remedlats

Recrultment and
retention of talent
is a problem

6B7% of respondents agree
that the skills shiortage
craates addiilonal

cyber risks Moo Lhein
organtzation. &s such,
FER of organizations mow
hawe a board of directors
who cxplicitly recommend
increagses in IT and
cybersecurity headoount.

Hiowewer, B0% of
organtzations stniggle o
recruil cybersecurily alent

and 52% struggls to retaln it

DOrganizations
are looking for
individuals with
certified skills

25% of decision-makars

belicwes technology-focused

cartitlications positheady
impact bolh their role and
thair team. As such, 1%
of leaders prefer o hirg
poople with co rbfications.

Howeaver, 78% indicate

it's hard 1o find certfied
people, which iz why 31%
of organzations are willing
t pay for the fraining

and cer Ltifrcation of the=i
employeas

Drganizations
are looking for
more diversity

T oot of 10 leaders wordwide
=2y hiring women and mnew
graduates are among thelr
lop three challenges.

EB1% =ay hiring mimorities s
alzo a top three challange

Despite tha challengas,
or perhaps because of il,
3 out of 4 organizaticns
implamanted formal
DIOCeESE S 0 hife mMore
women, and B out of 10
activaly angaged wormen
and new graduates during
tha last Thres waars

28

Raizing cybersecurity
awareness remains
a key challenge

7% of organizations
implemented a traming
program to increass cyhber
evareresy, Hoowessver, 52%
of leadars continue to
elieve their employees
=till lack the necossary
mowlcdge. This raises
the question of the
effectiveness of these
progranms

66% of organizations that
don'l have a program
Intarnd o sat ons up



/C?S. Cyber Workforce Trends

2024 Verizon Data Breach and Incidents Report

Fraguancy 12 217 Incidants,
1,085 with confirmod
clata cdisclosura

30%

Top patterns Miscallanaous Errors,
System Intrusion and

Sadcial Enginaaring
ropresoent 789% of
hraacheas

s

Threat actors Intormal (599%),
Cxlernal (1196)
(breachos)

P e T " ey e cx: ; & 1 (71%
2018 2020 2022 2004 Actor motives F:,.‘:‘,gf.’,':g; e TR

Public Sectors Ransomware and Data (breachez)
: Dastay Porsonal (T29),
Breaches over Time compromised Intemal (379%),
Othor (3196),
Cradantials (179%)
(broschos)

What is the Systom Intrusion
same? and Social

N Engncoring remain
Contributor ' top attack pattarns

in this scoctor.

Vertrmn NI Sol n Panaty
Vo rtow s Eagat

Public Sectors Data Incidents Summary

31



@IS. Cyber Workforce Trends

2024 Verizon Data Breach and Incidents Report

Svstem [ntrusion
—
00% Soclal Engineering

40%
20% 4

ecurity Awareness
2018 2020 2022 2024 Training Works

0%

Contributor '

Top Attack Patterns over Time
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Cyber Workforce Trends

Expanding Attack Vectors and Skills Requirements

» Cybersecurity and Cybersafety
Expanding Skills Demands

Generative Artificial Intelligence (Al)
Attacks

Misinformation
Disinformation
Social Engineering
Deepfakes

Hybrid Threats

* Diplomatic

«  Military

« Economic

* Technological

— Cyber Attacks

Cybarsacurty

Cybarsataty

....................

@
&

FrunbBieg Sad-Apiiprials Sigraitiog Hidved
Unlire Sxparisnom Heodenbra

ik gR
bl 1ispera sl B inssning Blpatilying Frisanviaeg
1Eegal Czrnank and Hisigasing HareFul

Baab- Wl incal i, SRS SATeTen

6

he=tilpang drel Aaavaresm
Togic Cormank
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Cyber Workforce Trends

Smart City and Digital Transformation Projects

Smart
Educatian
Smart Publi Eonart
r;vluﬂ - @1 Uilites
Smart City
E Operating
Senart -
and Video I“tEII Ig Ent umﬂn Healthcare Governance gmr:-r:;.
Sureeilancs Emﬁtem Framework
Governance
Smar Smart
Safety @ ﬁ Living
Emart Smart Urhan
"L ﬁanap:-rtan-:nn @ Deesgris] el
{b @ Smart

(_i..i:?i Sustanabiliy



Cyber Workforce Trends

Cyber Clinic Services and Students Security Operation Centers (SOCs)

Rise in Student and Government S0Cs

State-hased, local municipalities, universities,
colleges, community colleges as well as HBCUS
and H3l are standing up dedicated 50Cs

Rise in Academia-based Cyber Clinic Services
Colleges and universities are providing
vulmerahbility assessment, penetration testing,

and cyber advisory services to public sector and
small businesses,

Rise in Artificial Intelligence and Machine Learning
Enabled Services

Generative &l and ML projects in support of threat
correlation and analysis in support of security operations is
on the rise, Both Al and ML technologies are used for threat
detection, behavioral-based normalization and ancmaly

Hﬂ ndﬁ'ﬂ n EI P'E riﬂ nce detection, deepfakes delection, misinformation
ﬂppﬂ-ftuniti as identification, and more. 35




What the Numbers Say

Feedback from SLTT Drganizatiﬂns Cuestionnaire

WHAT ARE YOUR CURRENT SECURITY
OPERATIONS STAFFING NEEDS?

BNMNead to UpskilllReskill = Had funding for New Hires B 5taffing Meeads Undetermined
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Registered Apprenticeship Programs
DOL Registered Apprenticeship Program Overview

 What is a Registered Types of Registered
Apprenticeship Program? Apprenticeship Programs
— A sponsor employs staff within their

hﬂmE Stﬂ tE Security Operations Center Apprenficeship Program

— Register at least 20 apprentices
within two years

« Each Apprentice completes Syner Threal

2000+ hands-on activities ) -

» Each Apprentice completes 166
hours of training

Cyber

— Sponsor ensures the occupations in | EEEETEPEEwr Hiote: 1 thes e
each Apprenticeship Program align g DOL T oo

& Job Desoriptians.

to DOL's Template D standards



<CIS Program Offering Details

Key Occupations By Apprenticeship Program

' iﬁ;‘,{gﬁiiﬁﬁ‘iggﬁgf;mﬁter + Note: All titles and skills are
(SOCAP) aligned to NICE Framework

— Cyber Defense Operator and DOL Template A Job

_ Cyber Defense Incident Responder ~ Descriptions.
— Cyber Defense Forensics Analyst
— Vulnerability Assessment Analyst
« Cyber Threat Intelligence
Apprenticeship Program (CTIAP)
— Cyber Defense Analyst
— Threat/Warning Analyst
— Exploitation Analyst
— All-Source Analyst



GIS Program Offering Details

Key Occupations By Apprenticeship Program

« SecDevOps & Engineering * Note: All titles and skills are
Apprenticeship Program aligned to NICE Framework
(S&EAP) and DOL Template A Job
— Software Developer Descriptions.

— Secure Software Assessor
— System Testing and Evaluation
Specialist

— Information Systems Security
Developer

— Data Analyst

— Technical Support Specialist
— Network Operations Specialist
— Systems Security Analyst

— Cyber Defense Infrastructure
Support Specialist



Program Offering Details
Key Occupations By Apprenticeship Program

* Cyber Administratiurj & _ * Note: All titles and skills are
Governance Apprenticeship aligned to NICE Framework
Program (CAGAP) and DOL Template A Job
— Cyber Policy and Strategy Descriptions.

Planner

IT Project Manager
— Cyber Ops Planner
— Cyber Intel Planner

— Privacy Officer/Privacy
Compliance Manager

— Cyber Legal Advisor

di



GIS How CIS Can Help

Why should CIS get involved?

« MS-ISAC has over 1500 higher education entities as members, and
more than 200 of those entities have NSA's Center of Academic
Excellence (CAE) designation in cybersecurity research, operations,
and/or defense that represent a talent pipeline to public organizations.

+ CIS has trusted relationships with ClOs, IT Leadership, and CISOs of
all 56 states, as well as thousands of local municipalities, territories
and tribal organizations.

« CIS will identify and facilitate the injection of top cyber talent into the
over 16,000 State, Local, Tribal, Territorial, and Election public sector
organizations that are members of the MS-ISAC and EI-ISAC.

d1



@. How CIS Can Help

Why should CIS get involved?

Reskill\Upskill Provide threat
skills intelligence,
development, awareness,

DOL mentoring, and

alignment, and no cost
Training products &
Playbooks services

Talent Pipeline
curation

Create tailored Template A Job Descriptions & Training playbooks

Track and
measure
placed
candidates

Track and

measure
placement
organizations

42



@ How can NCSL help?

Four Actionable Takeaways

1. Download the Reasonable Cybersecurity Guide and give it a
voice within your chambers

— https://www.cisecurity.org/insights/white-papers/reasonable-cybersecurity-guide
2. Al Safety, Ethical Usage, and Understanding LLMs

— How LLM aggregate and share metadata with LLM Service
Providers\Brokers

— How LLMSs stitch data points together “to learn” and “to answer questions”
— Procurement and Data Governance Requirements for LLM

3. Champion SLTT Apprenticeship Programs targeting
— Programs that focus on Reskilling and Upskilling existing staff
— Advocate skills-based job description and hiring

4. Understand the impacts of handling Deepfake Incidents on your
municipalities and brand (trust)



@ l S ' lcnet:tr?\refto;ecu rity’
Questions?

James Globe

VP Strategic Advisor Cybersecurity Capabilities

james.globe@cisecurity.org
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