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* Scan test ballots
+ Compare machines results to expected results
» Qutput data file to portable memory cards (for central tabulation)

Election Management System
* Results uploaded and aggregated

« Tabulated results compared to expected results by machine
and in aggregate

Analysis
- Discrepancies, if any, examined, root cause determined, and
corrections made as necessary.

- Reprogram and retest as needed

Public Test
« Small-scale replay of L&A
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Knowing It's Right

( Knowing It's Right, Part Four )

Ballot Accounting Audits
Best Practices Guide

by Jennifer Morrell

(" Knowing It'sRight, PartOne )
APractical Guide to Risk-Limiting Audits

( Knowing It's Right, Part Three \

Planning and Conducting a
Risk-Limiting Audit Pilot

(Knowing It's Right, Part Two \
Risk-Limiting Audit Implementation Workbook
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Why audit
elections?

Detect voting system errors
o Human error
o Misconfiguration
o Manipulation

Provide accountability to voters
Deter fraudulent activity

Assure votes were issued, counted
and reported accurately

Provide feedback for process
improvement @ hE
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National Standards for Election Audits



e Fixed Percentage

e Risk-Limiting Audits

® Transitive Audits
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Voter Registration List Maintenance

e Data entered accurately
e Timely updates
® Electronic Registration

Information Center (ERIC)
o National Change of Address

o Social Security Death Index

ERIC.
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Mail Ballot Verification

Voter Record Signature Mail Ballot Signature
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GIS in Elections

District Assignments

® NSGIC Geo-Enabled
Elections Project

BEST PRACTICES
for GEO-ENABLING
ELECTIONS

e A Method to Audit the
Assignment of Registered

DETAILED
GUIDANCE

Voters to Districts and

Precincts S o



https://elections.nsgic.org/best-practices-gis-in-elections/?doing_wp_cron=1680204789.9595530033111572265625
https://elections.nsgic.org/best-practices-gis-in-elections/?doing_wp_cron=1680204789.9595530033111572265625
https://www.cambridge.org/core/journals/political-analysis/article/abs/method-to-audit-the-assignment-of-registered-voters-to-districts-and-precincts/2F6B3894C0009C08AE7EDF9CCC2BED36
https://www.cambridge.org/core/journals/political-analysis/article/abs/method-to-audit-the-assignment-of-registered-voters-to-districts-and-precincts/2F6B3894C0009C08AE7EDF9CCC2BED36
https://www.cambridge.org/core/journals/political-analysis/article/abs/method-to-audit-the-assignment-of-registered-voters-to-districts-and-precincts/2F6B3894C0009C08AE7EDF9CCC2BED36
https://www.cambridge.org/core/journals/political-analysis/article/abs/method-to-audit-the-assignment-of-registered-voters-to-districts-and-precincts/2F6B3894C0009C08AE7EDF9CCC2BED36

Security and Chain of Custody

e Physical Security

e Operational Security
e Cybersecurity

e Audits are a way to mature
election security
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Standards for Auditing are Nothing New
CAD  TEgm e

GOVERNMENT
AUDITING
STANDARDS

® Generally Accepted Government
Auditing Standards

~
Voluntary Voting System

GUIDELINES

W@@ 2]

NIST Special Publication 1500-103

e Voluntary Voting System Guidelines (2.0)

Cast Vote Records Common Data Format

e C(Cast Vote Records Common
Data Format Specifications e g THE
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https://www.gao.gov/yellowbook
https://www.gao.gov/yellowbook
https://www.eac.gov/sites/default/files/TestingCertification/Voluntary_Voting_System_Guidelines_Version_2_0.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1500-103.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1500-103.pdf

Where to Start?

When selecting a process for auditing, consider both

e the impact of a potential issue and
¢ the likelihood of a system problem

That is, what are the potential consequences of a particular
system being broken (impact), as well as the probability that a

problem exists (likelihood).
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Audit Research Project

in

Lack of trust
technology






Impactful things
to consider
doing now

Upgrade voting equipment to
produce auditable paper ballots

Review statutory dates
O canvass/certification
O candidate filing

Support state audit working groups
and pilot programs

Support statewide use of GIS
technology

Enhance rules for election
observers

Join ERIC if you’re not
a member THE
g ELECTIONS

GROUP



Jennifer Morrell

CEO & Co-Founder, The Elections Group
jennifer@electionsgroup.com

|
Scan this QR code to request tailored E E
assistance for your jurisdiction: e o

Or visit electionsgroup.com E
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