
UELMA Preservation

Jason Judt & Daniel Kruse

Office of the Revisor of Statutes, Minnesota



UELMA System Overview

▪ Server-side authentication

▪ Complete versioning system

▪ Tracking and auditing tools developed

▪ Support for multiple formats (only PDF is authentic)

▪ Long term preservation strategy



Authentication
▪ What gets authenticated 

▪ Documents containing legal material: Chapters, Sections 

▪ Publication front matter, tables, indexes (book aids)

▪ Every published PDF is fingerprinted (secure hash)

▪ Upload PDFs to web site to verify authenticity

▪ Pros:

▪ Easy 

▪ Cheap

▪ No third party dependencies

▪ Cons:

▪ Requires manual action

▪ Requires internet connection
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Versioning – before UELMA

• MN Administrative Rules are amended continuously 

• Changes to rules are immediately published to the web (static PDF/HTML 
foldered by year)

• A full MN Rule publication is published every odd year

• A single rule supplement book is published every even year

• Versions could get lost (!!!)



Versioning

• Continuous timeline maintained for each published document

• Versions created with respect to publication dates – not effective dates

• Extra version metadata: Publish Reason (ex. Agency Action, Legislative Action, 
Editorial Update)

• Erroneous publications are tracked and treated the same as other publications, 
but they are hidden from the version list



Versioning

Rule Text Page

Example: Minnesota Rule 6264.0400



Versioning

Rule Version List

Example: Minnesota Rule 6264.0400



Versioning

Authenticating older version of rule

Example: Minnesota Rule 6264.0400



Tracking and auditing

▪ Challenge: UELMA documents are permanent

▪ Mistakes live forever

▪ Interested in reducing the amount of republishing

▪ Solution #1: Backend tracking of publishing 

▪ Every step for every document is audited as it moves through publishing code

▪ Results are stored for 6 months and then consolidated/summarized  

▪ Solution #2: Constructed an intermediate preview area (web sandbox)

▪ Staff can review a published document for correctness

▪ If satisfied staff can “approve” the publication, making the publication permanent



Formats

▪ Store and fingerprint PDF and XML

▪ PDF is authenticatable

▪ XML is not made available and is not authenticatable at this time

▪ HTML is transformed on-the-fly from XML

▪ Allows documents to be displayed with modern techniques

▪ Allows future features to be integrated into HTML easily



Preservation

▪ Approach #1: KEEPS

▪ WORM-based duplicate store of documents

▪ Regular validation that live documents match the archive

▪ Approach #2: Dark archive at the Minnesota Historical Society

▪ Documents placed in the vault, never touched again



KEEPS Goals

▪ Preserve

▪ Legal documents must be preserved in perpetuity.

▪ Validate

▪ Documents available to the public are authentic.

▪ Authenticate

▪ Users can check the authenticity of documents 
they possess.

Minnesota Statutes 3E.07

Subdivision 2.Requirements if preservation in electronic form.

If legal material is preserved under subdivision 1 in an electronic record, the official publisher shall:

(1) ensure the integrity of the record;

(2) provide for backup and disaster recovery of the record; and

(3) ensure the continuing usability of the material.



Requirements

▪ Speed

▪ Validate all UELMA documents daily.

▪ Independence

▪ Must run autonomously without affecting other legislative information systems.

▪ Accuracy

▪ Must detect any change to a document down to bit level manipulation.

▪ Monitoring

▪ Email notifications of validation errors.

▪ Sleuthing

▪ A web interface combining all available information.



Archive Projections

510k UELMA Documents

54k Additions in 2016 increasing at 
2% annually

We project the size of our repository 
will double in the next 8 years



Alpha Prototype

▪ Requirements Gathered.

▪ Cloud based, utilizing Amazon Web Services

▪ Robust and scalable



Beta Prototype

▪ WORM (write once read many) disks identified as an ideal solution.

▪ Cloud services don’t allow user owned hardware.

▪ Developed on existing in house servers and processing.

▪ Proof of concept established.  

▪ Time estimates for nightly validation determined via scaled testing.



Release Candidate

▪ Refined requirements.

▪ Determined primary technologies.

▪ Oracle 12c 

▪ Current PDF’s are stored in Oracle database

▪ Native SHA2 hashing 

▪ Minimize data IO

▪ KEEPS server

▪ GreenTec WORM disks

▪ Hardware enforced write once.

▪ Windows Server 2012 R2

▪ Java se8



Server Architecture

 

KEEPS Server 

Scheduled tasks: Must not run concurrently. 

Queue-able if another task is running. 

User initiated tasks 

KEEPS Document Repository 

(WORM Disk) 

 

Schedule Manager 



Process Flow – Archival and Validation

Archive

▪ A newly published document is detected

▪ The document is archived to the worm drive

Validation

▪ The worm drive is analyzed and compared to the database.

▪ Discrepancies are noted in an error list.

▪ Failures are reported via Email and the Intranet



Testing

▪ Individual Corruption tests

▪ Unauthorized document inserted into database

▪ A document removed from the database

▪ Changes to an existing document in the database

▪ Load tests

▪ Archival of 50k Statute pdf’s (6.3GB) occurs in < 37 minutes.

▪ Validation of 500k pdf’s (65GB) occurs in < 30 minutes.



Summary

▪ On Site

▪ We control our data.

▪ Low implementation cost

▪ No reliance on outside services.

▪ Deployed to production at the beginning of September. 


